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I. OS Install 

OS: ubuntu server 24.04 LTS 

Officially, we do not support OS installa>on.  

 

Configura)on changes are required: 

- ufw (Op>onal) 

§ If needed, please allow the required ports. 

sudo ufw status # checking current status 

sudo ufw allow 8000/tcp # (FireONE Diagnosis) 

 

sudo ufw allow 8190/tcp # (FireONE Web Module) 

sudo ufw allow 8191/tcp # (FireONE Common Module) 

sudo ufw allow 8192/tcp # (FireONE Request/Approval Module) 

sudo ufw allow 8193/tcp # (FireONE Push Module) 

sudo ufw allow 8194/tcp # (FireONE Policy Module) 

sudo ufw allow 8199/tcp # (FwSync) 

sudo ufw allow 5672/tcp # (Rabbit MQ) 

sudo ufw allow 15672/tcp # (Rabbit MQ Management) 

sudo ufw allow 5432/tcp # (postgresql) 

sudo ufw allow ssh # (ssh) 

 

sudo ufw enable # 

sudo ufw reload # (ufw restart) 
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II. Ubuntu - DB(PostgreSQL) Installa;on 

1. Install postgresql-16  

- update apt 

sudo apt update 

- install postgresql-16 : 

sudo apt install postgresql-16 postgresql-client-16 

o Press 'Y' 

- Check the version a_er installa>on. 

psql -V 

 

2. Create a User in postgresql 

- Start postgresql  

sudo -u postgres psql 

 

- Create a User in DB  

CREATE ROLE argosuser WITH LOGIN SUPERUSER PASSWORD 'Fridaynight1!'; 

- Create a Database and make owner  
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CREATE DATABASE argosdb OWNER argosuser; 

o  

- list in DB  

\l 

o  

- User in DB 

\du 

o  

- exit to shell 

Exit 

 

- ufw (op>onal) 

§ if needed:  

sudo ufw status # 

sudo ufw allow 5432/tcp #  

sudo ufw allow ssh #  

                   

sudo ufw enable #  

sudo ufw reload # 

3. config  
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sudo vi /etc/postgresql/16/main/postgresql.conf 

• find and change "listen_address" 

• listen_addresses = '*' 

• save and quit 

 

sudo vi /etc/postgresql/16/main/pg_hba.conf 

• change to config as like below text. (Please comply with the company security policies) 

o # "local" is for Unix domain socket connec>ons only 



7 / 18 

 

o local   all             all                                     md5 

o # IPv4 local connec>ons 

o host    all             all             0.0.0.0/0               md5     

 

• save and quit. 

• Restart Postgresql  

sudo systemctl restart postgresql.service 

sudo systemctl status postgresql.service  

 

 

4. DB dump and restore (cli) 

• Connect to DB server. 

• follow the command: 

sudo pg_dump -U argosuser -F c -b -v -f argosdb.backup argosdb 

• press ENTER when "PASSWORD: " 
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ls -lh *.backup 

 

• Restore 

• Connect to Server. (Copy file to server with scp) 

scp (filename) (account)@(Server IP):(Path) 

ex) scp argosdb.backup gsroot@192.168.7.101:/home/gsroot 

 

 

• Installa>on psql Extension  

CREATE EXTENSION IF NOT EXISTS "uuid-ossp"; 

CREATE EXTENSION IF NOT EXISTS "pgcrypto"; 

 

• DB restore  

pg_restore -U (DB User) -d (Target DB) (Dumpfile) 

ex) pg_restore -U argoususer -d argosdb argosdb.backup 

#Check 

\dn # Schema list 
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\dt # All tables in Schema 
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III. RabbitMQ Installa;on 
!" Basic Informa)on 

1. config file loca)on 

• main config file : /etc/rabbitmq/rabbitmq.conf 

• environment config file : /etc/rabbitmq/rabbitmq-env.conf 

2. log file loca)on 

• /var/log/rabbitmq/ 

3. Required port 

• 5672 :AMQP client connec>ons 

• 15672 :management UI (HTTP) 

• 25672 :Erlang Distribu>on 

 

!" Linux Server 

1. System Update 

sudo dnf update -y 

2. Erlang installa)on 

For using RabbitMQ, it is required to use Erlang: 

# EPEL 

sudo dnf install -y epel-release 

# Erlang install 

sudo dnf install -y erlang 
 

3. Add RabbitMQ Repo 

# 

sudo rm -f /etc/yum.repos.d/rabbitmq.repo 

# RabbitMQ  

curl -s hpps://packagecloud.io/install/repositories/rabbitmq/rabbitmq-server/script.rpm.sh 
| sudo bash 

4. Install RabbitMQ  

sudo dnf install -y rabbitmq-server 

 

5. Start and enable service RabbitMQ  

# Start service 

sudo systemctl start rabbitmq-server 

 

https://packagecloud.io/install/repositories/rabbitmq/rabbitmq-server/script.rpm.sh
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# Enable service 

sudo systemctl enable rabbitmq-server 

  

# status check 

sudo systemctl status rabbitmq-server 

 

6. Firewall Config in linux 

# open RabbitMQ port 

sudo firewall-cmd --permanent --add-port=5672/tcp # AMQP port 

sudo firewall-cmd --permanent --add-port=15672/tcp # Management web port 

sudo firewall-cmd –reload 

 

7. enable management plugin 

sudo rabbitmq-plugins enable rabbitmq_management 

 

8. Create user for management 

# Delete guest user 

sudo rabbitmqctl delete_user guest 

 

# Create new user 

sudo rabbitmqctl add_user {breezeway} {Fridaynight1!} 

 

# grant role 

sudo rabbitmqctl set_user_tags {breezeway} administrator 

 

# grant all 

sudo rabbitmqctl set_permissions -p / {breezeway} ".*" ".*" ".*" 

 

9. Check all 

# RabbitMQ 

sudo rabbitmqctl status 

# User list 

sudo rabbitmqctl list_users 

# Queue list 

sudo rabbitmqctl list_queues 
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IV. Fire.ONE - PlaCorm Installa;on 

 

1. Install JDK  

sudo apt update 

sudo apt list openjdk-17-jdk 

 

# check the results 

 

sudo install -y openjdk-17-jdk 

 

2. Fire.ONE JARs  

# If you need to trace the logs, run it without nohup. 

# you can see the command in argos_run.sh 

# FIREONE Compress and Transfer 

cd /FIREONE-API 

sudo tar -czvf FIREONE-API.tar.gz /FIREONE-API 

scp FIREONE-API.tar.gz gsroot@192.168.7.101:/home/gsroot/ 

#  

mv FIREONE-API.tar.gz / 

#  

sudo tar -xzvf FIREONE-API.tar.gz -C / 

# execute the jar(s)   

cd /FIREONE-API 

sudo ./argos_run.노 
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3. Connect to web 

• hpp://ip:8190 

 

4. logs 

# move to logs folder 

cd /FIREONE-API/logs 

 

-rw-r--r--. 1 root root     2675 Mar 12 15:09 argosAlarm.log 

-rw-r--r--. 1 root root    19980 Mar 11 10:08 argosApproval.log 

-rw-r--r--. 1 root root  1907529 Mar 12 15:46 argosCommon.log 

-rw-r--r--. 1 root root 10182423 Mar 12 15:45 argosFwSync.log 

-rw-r--r--. 1 root root  1205998 Mar 12 15:45 argosPolicy.log 

-rw-r--r--. 1 root root     4681 Mar 11 10:09 argosPush.log 

-rw-r--r--. 1 root root    26737 Mar 12 15:29 argosWeb.log 

 

http://ip:8190/
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5. Check the API Services 

# a_er Login. 

Menu > Admin > System Status 

Green Circle: Working Fine. 

RED Circle : Not Working. You must check the API. 
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Appendix. 

Fire.ONE Architecture 

Fire.ONE Pla\orm : Request/Approval/Push module 

Fire.ONE Diagnos)c : Diagnos>c module 
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Prerequisites (Server infra) 

 

For a smooth installa>on, an online network connec>on is required. 
In an offline environment, all installa>on images must be prepared in advance. 

 

Type 
Requirements 

Fire.ONE Pla\orm Fire.ONE Diagnos)cs 

CPU   

Memory   

DISK   

Network 100Mbps or higher 1Gbps or higher 

OS 
Ubuntu 24 or higher (officially) 

Redhat 9 or higher, Rocky (not tested) 

JDK OpenJDK 17 - 

DB PostgreSQL 14 or higher - 

RABBIT MQ 3.13.x or higher (latest version is 4.2.4 
on Feb 17th, 2026) - 

Node Engine - node v24.x or Higher 

Elas>csearch - 9.x or higher (latest version is 9.3.1 
on Mar 12th, 2026) 

Logstash - 9.x or higher (latest version is 9.3.1 
on Mar 12th, 2026) 

Kibana - 9.x or higher (latest version is 9.3.1 
on Mar 12th, 2026) 

Fleet - 9.x or higher (latest version is 9.3.1 
on Mar 12th, 2026) 

pnpm 

(for Next.js worspace 
on Node) 

- 10.x or higher 

 

 



18 / 18 

 

Fire.ONE License ac;va;on 

 

fire.one.license.json 

 

 

We provided above JSON file fire.one.license.json related to license ac>va>on. 
Please, Copy JSON file inside the /FIREONE-API folder. 


