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1. Product Overview

1.1 Overview

Manually managing firewalls leads to persistent user inconvenience, operational
inefficiency, and security risks.

Fire.ONE is a policy management automation solution designed to revolutionize and
improve this manual workflow structure.

It digitizes and automates the entire firewall operation process, eliminating human error,
reducing operational complexity, and significantly enhancing security.

1.2 Fire.ONE Product

Fire. ONE automates every step of firewall policy operations, fundamentally eliminating the
inefficiencies, delays, errors, and security risks inherent in manual management.

1.2.1. Core Value of Fire. ONE Automation
1) User-Friendly Automation
® Fully automated processing from policy request — approval — application
® Automatic calculation of policy application time and real-time status
display
® Automatic policy synchronization upon IP changes, eliminating the need
for re-application

2) Maximized Operational Efficiency
® Systematize manual Excel and email tasks to eliminate repetitive work
and user errors
® Reduce operational workload through automated policy approval and
deployment
® |mprove operational quality with automated policy structure analysis and
organization

3) Enhanced Security
® Automatic detection and blocking of unnecessary policies
® Automatic verification of security-violating policies and compliance
adherence
® Automatic generation of audit response reports
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1.2.2. Firewall Policy Auto-Application Process

® Application Information Analysis: During application creation and
approval, application information is analyzed in real-time to perform
formatting checks per firewall (IP, Port, Protocol format checks).

® Policy Optimization and Auto-Fixing: Automated task list classification
and rule generation per operator account. Optimizes policies through
duplicate checks of application information and comparison with existing
firewall policies, performing Auto Fixing (grouping, merging, etc.).

® Rule Auto-Application: Rules are automatically applied to each firewall
manufacturer's tool via scheduled tasks.

® Application and Rollback: Policy application occurs either immediately or
via scheduled application. Rollback is possible if an application is
incorrect.

1.2.3. Firewall Policy Security Verification and Analysis (Analyzer)

® Pre-Analyzer (Pre-Application Verification): Prevents the application of
unnecessary rules (duplicate rules, unused rules) through pre-verification.

® Analyzer (Post-Application Verification): Performs policy security
verification and diagnosis by checking the status of unnecessary policies
(duplicate policies, unused policies) before and after application.

® Generates reports evaluating policy utilization, compliance with security
standards, and service safety through analysis of base rule status,
duplicate/permanent policy analysis, and service association analysis.

® (Continuous improvement is enabled through diagnostic section-specific
scoring and vulnerability remediation guidance.

1.2.4. Topology View
Fire.ONE's Topology View visually represents networks and firewalls, enabling users to
grasp network structures and policy flows at a glance and analyze risk segments.
® Network Topology Diagram Creation: Create a network topology
diagram resembling the actual operational environment, including
network devices and firewalls. Networks are displayed divided into Zones,
allowing you to intuitively identify connection relationships and risk
points per network.
® Firewall Path Analysis: Select the source and destination on the topology,
and it automatically calculates the path through each firewall segment,
visually displaying the actual traffic flow.

6 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

® Risk Analysis for Policies: Analyzes applied policies based on the
calculated path, scores the risk level per policy and per path, and provides
an analysis report measuring compliance status and the risk level per
segment.

1.2.5. Automatic Policy Application Based on Risk Analysis
1) Traffic Analysis
® (Collects and visualizes firewall traffic by time period and service.
® Detects anomalies (e.qg., traffic spikes, concentration in specific
segments) compared to normal patterns.
2) Risk Assessment
® (lassify detected traffic based on attack type, service criticality, and
historical records.
® Presents the results as threat type/severity distributions (e.g., pie
charts) to show at a glance which areas are vulnerable.
3) Policy Generation and Implementation
® For segments identified as high-risk traffic through analysis, it
automatically calculates necessary blocking/permission criteria and
generates the content as firewall policies for deployment to devices.
® QOperators can review and approve the proposed policies, enabling
rapid reinforcement of defense policies without manual intervention.

1.2.6. Compliance Support
® Supports compliance with various international/domestic standards (e.g.,
ISO/IEC 27001, GDPR, NIST SP, Basel-Il, BSI 200, Financial Services
Commission FSI, Personal Information Protection Act, etc.).
® You can generate compliance reports by selecting firewalls or policies.
® Standardize and manage security scores within Fire.ONE, providing
customized management per compliance requirement.

1.2.7 Fire.ONE Role-Based Work Processes
Step Task Description Detailed Description

. . Package configuration,
. 1 OS Installation and Initial Setup J . g.
Engineer account/permission setup

2 Fire.ONE and DB Installation
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Register Firewall Device
Information in Fire.ONE

Compliance Storage

Topology Creation

HR information integration and
Admin account setup

User Menu Access Group/Page
Permission Settings

Custom Object Settings

Firewall Request
Firewall Approval and
Authorization
Firewall-Specific Policy
Commit/Non-Reflection
Processing
Security Analysis and Report
Review

Rollback Request and Application

Firewall IP/Account/Key
Registration, Device Integration
Configuration
Internal Security Rule and Policy
Standard Storage
Network zone configuration,
service flow modeling
HR Integration, Administrator
Account Creation
Permission Group Configuration,
Assign Work Groups/Approval
Groups
Register frequently used
IP/port/server information

1.3 Product Information and Supplier Information
Firewall Integrated Management System
Breezeway Fire. ONE V1.0
User Manual V1.0

Product Name

Version
Components

Release Date
Manufacturer and
Supplier

Manufacturer and
Supplier Address

V1.0

1) Fire.ONE V1.0 - Operating System
2) Fire.ONE V1.0 - Diagnostic/Analysis System

October 1, 2025

SSNC Co., Ltd.

Address: 43 lljik-ro, Gwangmyeong-si, Gyeonggi-do,
GIDC Building C, Units 1114-1119
Website: https://www.ssnc.co.kr/
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Phone: 02-6925-2550
Email: sales@ssnc.co.kr
Fax: 02-6925-2551

1.4 Copyright Policy
® This product is a work protected by copyright law and may not be
reproduced or distributed. In principle, the copyright belongs to SSNC
Co., Ltd.

1.5 Product Operating Environment
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Classification

Fire. ONE V1.0 - Operating Fire.ONE V1.0 -
Category ) ) )
System Diagnostic/Analysis System
0OS Linux (Red Hat 9 or higher, Ubuntu 24 or higher)
e DBMS:
- PostgreSQL 14.1
o JDK ° WEB
ater
. WEB - Next.JS16.0.8
3rd Part , -
y - jQuery3.7.1 Rechart 3.5.1
- AdminLTE 3.2.0
- Chartjs 3.1.1 * Storage
« SpringBoot - Elasticsearch 9.1.1
- 332
HardwarelSpecifications Based on Fire.ONE Server Configuration 1.5.1

1.5.1 Fire.ONE Server Configuration Standards

Fire.ONE system specifications for CPU, memory, and storage (storage space) vary as
follows depending on the number of servers to be processed.
Scale (Number of CPU

S (vCore) Memory Storage Remarks
50 units 8 cores 32GB 600GB

100 units 16 cores 48GB 1TB

200 units 20 cores 64GB 1.2TB

300 units 32 cores 64GB 1.6TB

500 units 32 cores 128GB 3TB

Additional Considerations:

10 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

e High-Performance Workloads: For tasks such as daily resource synchronization,
rule analysis, and continuous compliance pre-checks, we recommend configuring
with double the base specifications.

1.5.2 Diagnostic (Log) Collection/Analysis Server Configuration Criteria
The log collection and analysis server is configured to handle 10,000 session logs per
second.

Scale (Number CPU

M
of Servers) (vCore) emory Storage Standard

Based on 10,000 session logs per

50 units 16 cores 32GB 2TB
second

1.6 Standards and Recommendations

1.6 Standards and Recommendations
The technical standards referenced during Fire. ONE development are as follows.

Data Communication Protocols:
e RFC 791 (IPv4),
e HTTP/HTTPS
e JSON Schema Draft 2020-12
e OpenAPI Specification 3.1
e RFC 5424 — Syslog Protocol
Cryptography:
e RFC 4634 - US Secure Hash Algorithms (SHA and HMAC-SHA)

e RFC 8017 — PKCS #1 (RSA Cryptography): RSA-OAEP(SHA256)
o SALT, NONCE
Database Encryption:
e PG Crypto Extension Module - Symmetric-key cryptography functions in OpenPGP
format
Web
e Spring Framework, Spring Security, W3C (CSS/HTML)
SBOM
e CycloneDX
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2. Product Details

2.1 Key Features

2.1.1 Key Services

This product is an integrated management system that enables the centralized
management of multiple firewalls. The services provided to operate the integrated
system are as follows.

Login: A function that allows users to authenticate their identity by entering
their ID and password and securely access the system

Electronic Approval: A function that manages electronic approvals for firewall
policies, from application to approval.

(Related Menus: Request, Approval, Object)

Firewall Policy Management: Functionality for managing submitted firewall
policies

(Related menus: Policy, Governance)

Dashboard and Report Generation: A function that provides dashboards
visualizing key metrics based on collected data and generates detailed reports
(Related menus: Report, Diagnostic)

Asset (Equipment) Management: Functions to query/manage network
equipment such as firewall devices

(Related Menu: Device)

Administrator: Functions to query and manage various users accessing the
software

(Related menus: Workgroup Management, Permission Group Management,
Role Group Management, Policy Status List)

Settings: Functionality allowing users to directly configure/manage the
software's overall default environment

Related Menu: IP ACL, Menu Permission Settings, APl Integration List)

2.1.2 Firewall Policy

In this system, "Firewall Policy" refers to the rules (ACLs) applied to the firewall and the
entire process surrounding them—request, approval, and application. That is, it
encompasses both of the following elements:

1) Network Perspective
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Refers to firewall rules (ACL) that determine whether to allow or block specific
traffic based on the following criteria:

Source IP or IP range

Destination IP or IP range

Service/Port Information

Protocol (TCP, UDP, ICMP)

Operation Mode: Allow/Block
In other words, it means "a set of rules defining how specific traffic should
behave under certain conditions."

2) Business Process Perspective
This concept encompasses the entire procedure required to apply firewall rule
sets to an actual environment.
® Policy Application Details
® Supporting Documents (Security Request Form, Design Document,
etc.)
® Pre-verification (compliance checks, duplicate policy check results)
® Approval and Sign-off History
® Commit/Rollback status on actual firewall equipment
In other words, it manages "the entire information flow of rules + requests +
verification + approval + application as a single policy."

Firewall Policy Main Menu
1) Application Menu
- This menu enables integrated registration of policy requests for specific
traffic (source/destination IP, service/port, protocol) across all associated
firewalls.
- The Verify button performs duplicate rule checks and compliance
checks.

2) Approval Menu
- Applicants can check the progress of policies they have applied for.
- Security personnel can review and approve policies submitted for their
approval.

3) Policy Menu

- This menu actually applies policies to the firewall.
- Approved policies can be committed to the firewall device by the

13 Copyright SSNC All rights reserved.
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responsible personnel.
- The responsible person can check the policy status.

2.1.3 Firewall Policy Request

1) Firewall Policy
This feature allows general users to submit applications for firewall policies. It not
only handles simple applications but also provides pre-validation for entered
policies, preventing incorrect information input or applications for security
violation items in advance.

P Request > Firewall Policy

o

@ i

3

* @ & 00 &

{Firewall Policy Request Screen)

2) Attachment

Please select a file.

This feature allows attaching documents (security request forms, work request
forms, design documents, security review documents, etc.) to substantiate the
basis for the required firewall policy when applying. Adding supporting
documents enables verification during audits and provides reference material for
approvers when assessing policy validity.

3) Application Type

14 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

@) Allow Deny

Select whether the requested policy allows (Allow) or blocks (Deny) specific
traffic. This requires precise selection as it directly impacts the behavior of the
generated firewall rule and the verification/approval process.

4) Temporary Save
This function allows you to temporarily save the application details you are
writing. If there is temporarily saved data, you can retrieve the existing data when
entering the firewall policy page. Temporary saving is one-time only; supporting
documents are not saved.

5) Post-Approval
This function allows applying the policy to the firewall without going through the
approval process. When Post-Approval is selected, the policy is urgently applied
to the firewall. Additionally, un-submitted approval items are processed as
‘Unsubmitted Approvals' and moved to the 'Unsubmitted' folder, where you can
generate submission documents from that menu. However, if pre-verification
fails, use of this function is restricted.

6) Approval
This function applies firewall policies after processing the standard approval
procedure. If the approval function is selected, you will be directed to the
approval submission screen to utilize electronic approval. However, if pre-
verification fails, use of this function will be restricted.

7) Batch Upload
Uploading the Excel (.xIsx) template file provided on the web allows you to
register multiple application details in bulk.

8) Object Search
Firewall operators can retrieve predefined objects for use during the application
stage. This allows general users to easily apply firewall policies without needing
precise technical knowledge.
® Address Object - Predefined addresses can be used as source or
destination.

15 Copyright SSNC All rights reserved.
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® Service Object - Predefined services can be used with specified
service and protocol information.

® System Object - Predefined addresses and services can be used
with specified information.

® Group Object - Predefined group information can be used.

* Service objects are used only for services.

9) Verification
This feature automatically checks the firewall policy information entered by the
system. Users can use the verification function to check for input errors or
security violations in advance.

Validation Items Role Purpose
Verity conflicts or Prevent policy duplication,
Duplicate Verification duplication with existing manage policies/prevent
completed policies security incidents

Verify compliance with . ) .
. : Verify compliance with
regulations, security

Verify compliance . o internal and external
policies, and prohibited . )
security regulations

zones

® Duplicate verification
o Function Purpose
Verifies whether a new policy has identical conditions to an existing firewall
policy.

o Verification Items
- Source IP/range match
- Destination IP/Range Match
- Port matching
- Protocol match
- Action (Allow/Deny) Match

o Validation Error Messages and Solutions

Error Message Meaning Resolution
[0034] Service is Service/port value is invalid Must be a valid service/port
None or Invalid value between 0 and 65535
The source IP is not in IPv4

[0036] Source is

None format or is not registered in Use a valid IPv4 format

the address object

16 Copyright SSNC All rights reserved.
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Destination IP is not IPv4 or
is not already registered in
the address object
Both source IP and

[0038] Destination
is None

[0041] Source,
Destination is all
any

resulting in an overly open
state
The requested traffic does
not have a valid path

The source IP lacks routing

[0043] FromlP is information for its IP range
null in the firewall routing data
traversed

The destination IP lacks

[0042] Firewall
Path List is Empty

routing information for that
IP range at a specific firewall

[0044] TolP is null . ) .
in the firewall routing

information it traverses

[0054] ExpireName
is None ) i
invalid.

The source IP and
destination IP exist on the
same interface, meaning
they are within the same

network/subnet/Zone.

[0091] FromIP and
TolP are the same

Therefore, the firewall policy

does not apply.
For traffic applied with

Allow, a policy exists where
the source IP, destination IP,

[0200] Dup Ruleset
fw_name = {firewall
name} AND
rulebase_id =
{rulebase ID}

service, and protocol all

a firewall with a specific
firewall name).

F ffi lied f
[0201] Dup Ruleset or traffic applied for as

fw_id = {firewall ID}
AND rulebase_id =

service, and protocol all
{rulebase ID}

17

destination IP are set to any,

The expiration date format is

match (duplicate for the rule
policy ID in the rule policy for

allow, a policy exists where
the source IP, destination IP,

match (duplicate for the rule

Use a valid IPv4 format

Change either the source or
destination to a specific IP
address

Verify the requested traffic
path is correct and revalidate

The source IP is likely
incorrect; verify the routing
information and revalidate

The destination IP is likely
incorrect. Verify the routing
information and revalidate.

Verify that the application
was submitted through the
proper application page

This traffic cannot be
applied. It does not match
the firewall policy.

Since this traffic is already
managed by an allow policy,
apply an exclude policy for
this traffic.

Since this traffic is already
managed by an allow policy,
apply an exclude policy for
this traffic.

Copyright SSNC All rights reserved.



[0202] Deny
Ruleset fw_name =
{firewall name}
AND rulebase_id =
{rulebase ID}

[0203] Deny
Ruleset fw_id =
{firewall ID} AND

rulebase_id =

{rulebase ID}
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policy with the rule policy ID
on a firewall without a
firewall name)

For traffic applied with Deny,
a policy exists where the
source IP, destination IP,
service, and protocol all
match (duplicate for the rule
policy with the rule policy ID
on a firewall with a specific
firewall name).

For traffic applied with Deny,
a policy exists where the
source IP, destination IP,
service, and protocol all
match (duplicate for the rule
policy with the rule policy ID
on a firewall without a
firewall name)

® Compliance Verification

o Function Purpose

Since this traffic is already
managed by a deny policy,
apply an exclusion policy for
this traffic

Since this traffic is already
managed by a deny policy,
apply an exclusion policy for
this traffic.

- This feature preemptively checks for violations of internal and
external security regulations, blocking risks at the policy
application stage.

o Verification Items
- Compliances added under the 'Governance > Compliance' menu

o Verification Error Message
- Fail => Traffic filtered out by registered compliance rules and
therefore unusable

10)

Blacklist Policy

Blacklist policies are applied separately from standard firewalls. You can view
existing blacklist applications through the menu.

18 Copyright SSNC All rights reserved.
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& 3= Filter Request > Blacklist Policy @
&
g -
o=
Request Humber sutus AoplatonType Name Requestd ate

® oS TIE 3L blckit samin 060205
L3 FIQ202602030942164272 Request Completed blacki

[ hequest Completed 1 okt adin 2060203
= (4
3
8

-] 26-02- =]

S

o [~ HENR &
{Blacklist Policy Inquiry Screen)>

11) Upload
Uploading the Excel (.xIsx) template file provided on the web allows you to batch
register multiple blacklist application details.

12) Policy List
Users can view the status and processing steps of previously submitted firewall
policies. Clicking an application number in the policy list displays the detailed
information for the selected policy. However, user verification results conducted
during the application stage cannot be viewed.

«

w 3= Filter Request > Policy List ®
e Search Result
L
Length

= Application Number state Nam Application Type Approval Type. Requested Date

@ Poas0s111017905 Yoonsukim slow Generlhgproat 60205

0] r—— Wichal Thompson atow GenealApprova 0205

2 [ — Kyimatiors slow GenenlApprovl w0205

g [re— Yoonsukim alow Genenapproa 0205

& Foz02sca0soss2atdes Yoansukim alow R— 60205

G (]

2 20260129 ] ]

{Application Policy List Screen)
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Q Request > Policy List > Request Detail ®
@ i ] -

&

Application Number F1Q20260205095231465 ¢ R
o=

Yoonsukim RndPartl
@ allow 20260205
" General Approval 20260205 20260207
2
po
=) ment
8 bl
for

& ty inad
® entialrisks are minimized.
2

Source Name Source 1P Destination Name Destination P Service Name Port Protocol

SouwceName 101745 Dest 101654 a0 »

{Application Policy Details Screen)

® Status Bar
Intuitively check the processing stage of the selected policy.

® Reuse
The reuse feature automatically applies existing policies to the application page,
reducing repetitive input.

2.1.4 Approval

The created firewall policy application form is automatically utilized when submitting for
approval, allowing general users to easily proceed with the approval process. To this
end, it provides the basic functions required for approval and supports integration not
only with internal approval systems but also with external groupware.

1) Approval Submission

20 Copyright SSNC All rights reserved.
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m Approval > Approval Request ®
2
[Development Team 1] Request for Development of Firewall Access Path for Integration with External Partner Servers Approval Line Obtain Approval
Approver ©
oz
® N Divisior Name Department Position ApplicationCriteria
M =1 Approval admin RndPartl. Director Delete
a = 2 Approval Michael Thompson Rnd Partl Manager Delete
=1
=]
Referrer
ke
@ No Division Name Department Position ApplicationCriteria
1 Reference ‘Sean Kim Rnd Partl Supervisor Delete.
2 iper
>
Application Information
Application Number FIQ20260205101851025
Applicant Yoonsu Kim Rnd Partl
Request Type allow 20260205
Approval Type General Approval 2026-02-05 ~2026-02-06

{Approval Submission Screen)

Approval Line

name, organization searc!

© RndTeam

{Approval Route Designation Modal Screen>

2) Automatic Application of Request Information
The firewall policy application form is automatically reflected on the approval
submission page. Regular users can proceed with the submission process after
designating the approval route without needing to rewrite the application
details.

3) Approval Chain
Approvers, consenter and references can be designated via the approval chain
modal. Designated approvers are reflected on the approval submission page.
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Additionally, approvers manually designated via the approval chain modal can be
modified within the submission page. However, fixed approval chains cannot be
deleted or modified.

4) Submission
Users submit the approval request and can view the details in the Drafts folder
after submission. Approvers, consenter, and references review the submitted
details and process approvals via the Approval folder.

5) Draft Folder
Approval submissions can be viewed in the Drafts folder. The Drafts folder
displays the list of approvals you have submitted, and you can check the progress
status of each approval from this screen. Clicking an approval number allows you
to view the detailed approval information.

«

b 3= Filter Approval > Draft ®
2
Search Result
o=
Approval Number Approvalstatus Name Department Requested Date
® YoonsuKim Fndpart 20260205
e Approval Processing YoonsuKim Rnd Partl 20260205
° o
=)
8
]
=] =]
®
=
E
° [ &

{Drafts List Screen)
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8

Approval > Approval Detail ®

[Development Team 1] Request for ol ol iy
Development of Firewall Access Path for S

+ @

« | i ith E P S
ntegration with External Partner Servers
o Kyima Liaru
e Approval Number : BWAY20260205100956470 4
2
=)
8
& Approver
©
No Division Name Department Position Approval Date Opinion
i Approval admin Rnd Partl Director 2026:02-051038 Approve.
2 Approval Michael Thompson Rndpartl Manager
Application Information
Application Information FIQ20260205095231465
‘Yoonsu Kim Rnd Partl
allow 20260205
General Approval 2026-02-05 ~ 2026-02-07 é

{Draft Folder Details Screen>

6) Approval Inbox
You can only view approvals where you are designated as the approver, co-
approver, or reference recipient. You can check the approval stage through the
application status (Approval, Approval in Progress, Approved, Rejected). Clicking
the approval number allows you to view the detailed approval information.
Depending on the approver's decision, you can view the submitter's information,
submission details, and the approver's decision result in the upper-right corner of
the approval details screen.

«

1 = Filter Approval > Approval @
A
Search Result Downtosd
e .
o=
Approval Number Approval Status Name Department Requested Date

@ BWAY20260205111026565 Approval Requested Yoonsukim RndPartl 20260205

=) way 550677 Approval Requested Michael Thompson Rnd Part 20260205

2 it - e

= —— oorsukin Rtears .

® ® o
P
° - = S

{Approval Queue List Screen)
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w Approval > Approval Detail
z
© [Development Team 1] Request for
Development of Firewall Access Path for
®  Integration with External Partner Servers
e Approval Number : BWAY20260205100956470
2
= EESR
& Opinion
®
2
Approver
Application Information
e Application Information FIQ20260205095231465
{Approval Details Screen -
w Approval > Approval Detail
2
© [Development Team 1] Request for
Development of Firewall Access Path for
« Integration with External Partner Servers
U] Approval Number : BWAY20260205100956470
2
@ Approver
®
] 1 Approval dmi w: Partl Director
Application Information
Application Information F1Q20260205095231465

{Approval Details Screen -

7) View Approval Details
® Submission Information

Breezeway Fire.ONE V1.0 User Manual V1.0

roll
s K
Kyima Liaru
Approval Date Opinion
2026:02:051038 Approve.
oll
sukim hoel Thompsor
Agree
Refer Kyima i
Approval Date Opinion
202602:051038 Approve.
Rnd Partl
20260205
2026-02-05- 20260207

You can view the submitter's information and submission date in the upper right

corner of the screen.
® Approver Information

You can view approver information (approvers, consenters, and referrers) and
the current approval status in the top-right corner of the screen.

® Firewall Policy Application Form

24
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You can view the basic application details (applicant information, application
type, approval type, application date, expiration date, application content,
attachments) and the detailed firewall policy information (source, destination,
service, protocol, verification result).

8) Approval
This function allows the approver to approve the pending approval item. Clicking
the Approve button updates the approval status in the approval list and on the
details page. The approval process is completed when the final approver
approves.

9) Reject
This function allows the approver to reject the approval item. Clicking the Reject
button immediately terminates the approval process, and the approval result is
reflected in the approval list and detail page.

10) Approval Comments
Approvers can write their opinions on the approval item in the approval
comments field. Written approval comments can be viewed by the requester,
approvers, consenters, and references on the approval details page.

11) Exchange Opinions
If discussion is needed regarding an approval item, opinions can be exchanged
via the opinion exchange chat. Participants in the opinion exchange for that
approval item include the applicant, approver, co-approver, and referrer
designated for that item.

12) Notification
If you applied for a firewall policy using post-approval or closed the submission
without submitting documents on the approval submission page, you can
process it from the Unsubmitted Items list. Clicking the application number will
take you to the approval submission screen to proceed with the submission steps.
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Search Result

w @ »

22

3
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{Unsubmitted List Screen)

2.1.5 Firewall Policy Application

Security administrators can manage policies for each firewall they oversee. A single
firewall policy request submitted by a general user is automatically split by the system
into multiple policies per firewall. Security administrators can review and process only
the request policies corresponding to the firewalls under their responsibility.

1) Application Policy

Once approval processing is complete or the policy is immediately reflected
through post-approval, the firewall administrator can review the policies
separated by their assigned firewall from the application policy and decide

whether to apply them.

26
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Policy > Requested Policy

Search Result
= Fiter

Request Number Applier Applicant D Application Type

FIQ0260123155431752 admin admin PostApproval

RuleID Firewall Name

R20260123155431001 SSNC-RND_60F

Q RA260123155431002 Pass0

Showing 110 1of 1 entri

P

N

0=

23

Status

{Application Policy List Screen)

Policy > Requested Policy > Requested Policy Detail

Rule Details

Application Number

FIQ20260123155431752 7

admin

2026:012315:54:31

2026-01-23 00:00:00 ~ 2026-01-24 23:59:59

Please describe your commit

Rule D Firewall Name Source Destination Service
RGOS0 (5 it SSNCRND_60F F0_10111 FO_20260123155431001 F0_20260123155431002
RGOS0 G i Prgs0 £0.10111 101741 £0_20260123155431003
Duplicated Rules
Source similaityPolcy Destination simiarity Polcy S
RulelD SmilarRule D Applcation Type Source P Destinaton P
The data does notexiss.
Firewall Path
R202601 | R202601
SSNCRND_60F o easso

Expired On

F0_20260124

F0_20260124

Senvice

{Application Policy Details Screen)

27

Firewall Vendor

Fortinet

Paloalto

admin

PostApproval

test

Application Type

allow

allow

Requested Date

-] -]

) ApplyPending

Status
Apply Pending

Apply Pending

Expiration Date:
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{Application Policy Commit Modal Screen)>

2) Policy List Inquiry
View the basic information of the firewall policy. Clicking the application number
allows you to view the basic information of the firewall policy.

3) Policy Details View
View detailed information about the applied firewall policy. You can check for
duplication with existing policies. You can also view the firewall path for the
applied policy.

4) Not Applied
If you decide not to apply the requested policy to the firewall after review, click
the Not Applied button.

5) Commit
After reviewing the requested policy, if you decide to apply it to the firewall, click
the Commit button. The commit methods available in Fire. ONE are as follows.

Method Description
Immediate . . ) ) .
L. Applies the policy to the firewall immediately.
Application
Firewall When registering the firewall, automatically applies policies

Schedule according to predefined cron-style schedules.
The security administrator applies policies by specifying the desired
date and time.

Manual
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You can view the list of policies whose firewall commit (application) has been
completed. Clicking a rule ID allows you to view the policy details screen. If an
issue occurs with a policy whose firewall application has been completed, a

rollback request is possible.

P

> o e nmme a@e

i~

;o@{n}nnmﬁe@@ma.\

«

= Filter Policy > Completed Policy

Search Result

Request Number
FIQ0260123155431752
RuleID

R20260123155431001

Q R0260123155431002

Applier

Applicant 1D

admin

Application Type status Requested Date
PostApproval Synchronized Waited 200601231554

FirewallName Firewall Vendor

SSNC-RND_60F Fortinet

PA-850 Paloalto

{Completed Policy List Screen)

Policy > Completed Policy > Completed Policy Detail

Rule Details

Application Number

admin
2026-0123T06:54:31.000+0000
test

Rule I FirewallName Source IP

R0Z60123155431001 SSNGRND_60F FO_10.111

RA0260123155431002 PASS0 FO_10.111

Duplicated Rules
Source simiaity Policy
Ruleld SmilarRule D

Firewall Path

R20260123155431001, R20260123155431002

SSNC-RND_60F PA-850

FIQ20260123155431752 7

Destination IP

FO_20260123155431001

101741

dmin
Post Approval
service Application Type
FO_20260123155431002 allow
FO_20260123155431003 allow
Destination I P Service Expiration Date

{Completed Policy Details Screen)

7) Policy List View

2

Copyright SSNC All rights

reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

View the basic information of the firewall policy. Clicking the application number
allows you to view the basic information of the firewall policy.

8) Policy Details View
View detailed information about committed firewall policies. You can also check
the current firewall application status of the policy (Pending Application,
Application Complete, Rollback).
Clicking the application number takes you to the application form to view the
detailed application information.

9) Rollback
If an issue occurs with a completed policy, you can request a rollback. During
rollback, the policy is restored to its state before being applied to the firewall,
allowing you to re-evaluate its validity.

10) Rollback Policies
Security administrators can view the list of rolled back policies on the Completed
Tasks Details page. Clicking a policy number allows you to view the detailed
information for the selected rolled back policy.

p 3= Filter Policy > Rollback Policy @
2
Search Result

2
e Apy Apy Application Tyj pe o saws  RequestedDate

4 o

169

B

= Q

3

@

®

o

o [~ INEN o

{Rollback Policy List Screen)

30 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

ﬁ Policy > Completed Policy > Rollback Policy Detail ®
4 "
Rule Details

2 2

Application Number FIQ20260123155431752 () Rollback Complete
® 2026-01-23T06:54:31.000+00:00 Post Approval
1]
2
8

Rule ID Firewall Name Source IP Destination IP Service Application Type Status
@ R20260123155431001 SSNCARND_60F F0 10111 FO_20260123155431001 F0_20260123155431002 allow Rolback Complete
® R0260123155431002 PASS0 F0_10111 101741 F0_20260123155431003 allow Rolback Complete
2

Duplicated Rules

Source Similarity Policy

RuleID Smillar Rule D

Firewall Path

R20260123155431001, R202601 31002 )

SSNC-RND_60F PA-850

<Rollback Policy Details Screen)

2.1.6 Custom Object Management

Pre-create custom objects to be used when applying for a firewall. General users can
search for and use custom objects suited to their situation without manually entering IP,
service, or protocol information.

What is a Custom Object?

Custom objects are a feature that allows administrators to save frequently used IP, port,
and server information under names.

When registering policies, users can quickly and accurately select saved objects instead
of manual input.

To use a created custom object, click the Object Search button on the Application >
Firewall Policy screen and select it from the pop-up window.
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P = Filter
Address Name

oz Address Type

ALL

Address Value

i

Registration Date

Start Date B - EndDate 8

Applyer

Lo

0

«

Custom Object > Address

Search Result

3 Filter

(] AddressName

() oasis_dev

Showing 1to 1 of L entries

{Address Object List Screen>

Address Type

range

Breezeway Fire.ONE V1.0 User Manual V1.0

Address Value

192.168.1.1-192.168.1.10

Description

oasis_dev

Goto page

Registration Date

2024-10-17 14:13

Length

Applyer

admin

service, or system

Type Description
Address IPv4, range-type IP object
Service Port object defined as TCP or UDP type
System Object defined as IP+port
An object that groups one or more objects by address,
Group

% The group object creation function differs from address, service, and system object creation. All other

functions are identical.

1) Custom Object Creation

{Custom Object Creation Screen)

32
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Click the Create button in the top menu, then create the object in the New

Registration pop-up window. The object name must be unique; a duplicate check is
mandatory before creation.

2) Custom Object Modification
The object modification function is not provided.

3) Deleting Custom Objects

localhost:8190 Li8:

Delete selected data?

{Custom Object Deletion Screen)

Select the checkbox for the object you wish to delete from the object list, then
click the Delete button.

4) Bulk Upload
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File upload

Address Name Address Value Description Verification

testd i 10.10.10.11 @ success

tests 192.168.7.1-192.168.7.25 @ Success
www.naver.com O Fail

192.168.7.1/24 @ success

Upload Download Form

<{Bulk Upload Screen for Custom Objects>
Upload an Excel file created according to the provided bulk upload file format.

5) Download
Processes the download for the currently displayed table.

6) Group Object Creation

{B Custom Object > Object Group > Object Group Create @
2 . "
Object Group Register
Group type * Address Group
CE
Group Name * duplication
Description Description
1ot
=l { +Add Member
=2
(=]
Member List
&
@ (] ObjectName Object Type Object
fOO
&)
Thereare no search results,
Please check the contents again.

{Group Object Creation Screen)
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Add Member

(]

Object Type ipti Registration Date

<}

ipvd 10.10.10.10 2026-02-0510:03

<]

range 192.168.1.1-192.168.1.25 2026-02-05 10:03

fqdn Www.naver.com 2026-02-05 10:03

range 192.168.1.1/24 2026-02-0510:03

[m]
[m]
[m]

range 192.168.1.1192.168.1.10 is_c 2024-10-1714:13

{Group Object Member Add Modal Screen)>

Clicking the Create button in the upper-right corner of the Group Object List page
takes you to the Group Object Creation page.

On the Group Object Creation page, select the group type, group name, notes
(description), and choose individual objects to include in the group object using
the Add Members button. After confirming the selected objects are correctly
reflected in the member list table, click the Register Group Object button to
create the object.

2.1.7 Topology

Firewall administrators can use the topology creation feature to grasp the entire network
configuration structure at a glance.
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Firewall List

2.
@sonian o
O X
@A,\(mttvl
@Axcctd
[328) gw-874004
@FGTG’)NQ)SOUWBU ::
@ Fortinet3

©soncmain 12
Sttt

1) Firewall List

Governance > Topology
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/]
i

ES &

{Topology Screen)

° @
£

;m—

il

B ® Q |

The Firewall List displays the list of firewalls managed through the product. The
icons preceding the firewall names have the following meanings:

Icon Description
@ Reflected in the topology. Clicking moves you to that location.
Adds a firewall to the topology.
2) Topology

The topology operates in four modes. The behavior per mode is as follows.

Mode Description Features Provided
Only topology lookup is possible; .
Read r:odiﬁicat?gn is no?allswed. * Topology View
e Topology View
e Topology
Topology modification is possible; Modification
Edit selecting this displays the Advanced e Topology
tab. Initialization
e New Addition
e Save Topology
Togology moglification ar?d path . «  Topology Query
Expand analysis are possible. Analysis mode is

displayed upon selection.

36

e Modify Topology
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e Topology
Initialization
e New Addition
e Save Topology
e Path Analysis
Firewall path analysis results are

Analysis scored and calculated, then visualized e Path Analysis
as a graph.
3) Expand
fﬂ Governance > Topology Expand %

Equipment Link Information

2 Equipment Info

(S

]

2
st - ProductName
A :
% Security Level
Vedty -
2
b4

Linked Equipments

Source Target

> o e 0 o @ o

{Topology Expansion Tab Screen)

The Extension tab allows you to view, modify, and delete information about nodes.

4) Analysis
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{Topology Path Analysis Screen)

Analysis is performed on four items based on the source, destination, and port. Once
analysis is complete, the results are displayed graphically. (Refer to Appendices 6.1 and
6.2 for the calculation formulas of each security index)

5) Initialization
This function reverts the topology to its state before modification.

6) New Addition
This function adds a new firewall.

7) Save Topology
This function saves the final modified information. If not saved, the currently

modified and reflected data will not be stored.

8) Topology Auxiliary Functions
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ﬁ Governance > Topology (]

o
1533

b 8~

> o @ 0 0@ 2 =

©

io

The buttons in the lower right corner of the topology provide auxiliary functions for
viewing the screen. The functions provided by each icon are as follows.

Icon Description
% Changes the line type and color used in the topology.
+ Zooms in on the screen.
- Zoom out the screen.
C Restores the zoomed-in/out screen to its original state.
& Saves the current topology screen zoomed in as a file.
2 Saves the current topology screen as a file.

2.1.8 Compliance

Security administrators register compliance rules so that when general users
verify firewall policies, they can check for violations against pre-registered
compliance rules.

What is compliance?

When applying for a firewall policy, compliance is a pre-check standard that
automatically verifies whether the policy is secure according to company and
security regulations. For example, if access to internal port 22 is requested from
outside, it automatically checks for policy violations and determines whether it is
"Dangerous" or "Approval Possible".
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In other words, it is a protective mechanism that preemptively filters out policies
that violate security rules, eliminating the need for manual verification.

Compliance Detail X
Compliance Name 10157.024

Enable

Risk Level 3

Use to Rule Security ¥

ThreatLevel medium

Description Compliance_10.15.7.0/24

. source
Condition st (equal) 101570724

{Compliance Screen)

e Compliance Name: Compliance Category Name

e Enable: Whether enabled

e Violation Count: Number of requests violating this compliance rule

e Security Analysis Usage: Determines whether to use in security analysis reports

e Remarks: Additional explanation

e Condition: Rule for compliance
Ex) The condition statement "source address (equal) IP_10.20.1.10" expresses
the case where the source address is 10.20.1.10

Compliance

Threat Level *

Condition List

Option

{Compliance Registration Screen)
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e Compliance Name: Compliance category name
e Remarks: Additional description
e Risk Level: Risk score setting (1~10 points)
e Threat Level: Threat level setting (high, medium, low)
e Condition List: Rule Settings for Compliance
o Cond_Type: Compliance Type Setting (source, destination, service,
expire)
o Cond_Operation: Compliance rule condition setting
o Cond_Value, Protocol: Enter source address, destination address,
service, and expiration date

2.1.9 Dashboard and Report Generation

We provide dashboards that visualize key metrics based on collected data and
generate detailed reports.

The dashboard enables real-time visualization of core metrics at a glance for swift
monitoring and response. Detailed reports facilitate granular filtering and
analysis, enabling root cause identification and serving as documentation for
compliance purposes.

2.1.10 Report
1) Policy Report
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{¥} Report > Comprehensive Report (]
ya Comprehensive Report nLoad
L .
Number of Applicable Rules
Category Details
oz PA-850 bluemax_test2 FG-40F SSNC-RND_60F
Expired Rule 25 2 4 0
@® Period Management
Permanent Rule 2 2 2 17
le9
Redundant Rule 0 0 4 0
& Utilization Shadow Rule 0 4 4 [
=) Shadow Rule 0 0 [ 0
& Dst Excessive Open 3 2 2 9
Scope
Service Excessive Open 0 0 0 0
Well-known Port Open 0 0 4 0
5 Service Safety Virus Port Open 0 0 0 0
Mgmt Port Open 0 0 0 0
SrcANY Open 0 1 2 9
DStANY Open 0 4 2 6
Compliance
NOEVIDENCE Rule 0 0 4 [
Compliance 0 4 4 0

. Google Chrome

<{Policy Report Screen)

You can see the classification status of rules for each firewall at a glance.
Detailed items are grouped by category, and you can easily grasp the number of
policies for each item per firewall.

® Policy Report - Filter Application

Firewall List

Firewall Name Search

Firewall Name

PA-850

bluemax_test2

FG-40F

SSNC-RND_60F

<{Policy Report Screen - Firewall Filter Modal>
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Use the 'Firewall Filter' button in the upper right corner of the screen to select
the firewalls to display in the consolidated report.

o

N

0=

0o = 2

® &

Report > Comprehensive Report

Comprehensive Report

Category

Period Management

Utilization

Service Safety

Compliance

Details

Expired Rule

Permanent Rule

Redundant Rule

Shadow Rule

Shadow Rule

Dst Excessive Open

Service Excessive Open

Well-known Port Open

Virus Port Open

Mgmt Port Open

StcANY Open

DstANY Open

NOEVIDENCE Rule

Compliance

@

‘

Number of Applicable Rules

bluemax_test2

SSNC-RND_60F

{Policy Report Results Screen After Applying Firewall Filter>

® Excel Download
Click the 'Excel Download' button in the top-right corner of the screen and select
the desired firewalls to download their reports. The downloaded Excel file
includes one sheet listing the number of policies per item for each firewall in the
same format as the table displayed on the screen. Additionally, it provides a
separate sheet for each firewall that has at least one item with detailed
information.

® Policy Report Details
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w Report > Rule Report Detail ®

bluemax_test2 Comprehensive Report

&L
Length
oz
Rule ID Rule Type Source Source Zone Destination Destination Zone Service Expiration Details
&
auto_ruleld_471 allow 1P_10.18,6.100 internal P_L1L1 intemal TCP_300 5C-20250630 Expired
|60
DstANY Open
2 POLICY_20250507 allow 1P_20250517 internal Any Any TCP_20250732 SC_20250508
Permanent
=2
{o=]
DstANY Open
< auto_ruleld_464 allow éol'éﬁ'z'ml""*m'm' internal Any Any TCP_300,TCP_9999 5C-20250531
Expired
9 auto_ruleld_463 allow 1P_10186.15 internal IP_LLLL internal TCP_300 5C-20250531 Expired
o
auto_ruleld_462 allow 1P_10.186.10 internal 1P2222 external SSH 5C-20250430 Expired
auto_ruleld_461 allow 2’513%1&61"[10'1 internal 1P2222 external TCP_50600 5C-20250430 Expired
auto_ruleld_460 deny 1P_10.186.10 internal 1P3333 intenal TCP_80 5C-20250430 Expired
(] auto_ruleld_458 allow 1P_101862 internal 1P2222 external TCP_50600 5C-20250430 Expired é

{Policy Report Details Screen)

Clicking on a firewall name in the policy report results screen takes you to the
detailed report page for that firewall. The policy report details screen displays a
list of detailed information for policies that correspond to the specific details
within that firewall's policies.

You can return to the initial policy report screen by clicking the "Comprehensive
Report" button in the upper right corner.

2) Security Analysis

’ Report > Security Analysis @
2 . .
Firewall List
&
Length

0=

Firewall Name FirewallID Modification Date
@ bluemax_test2 2 2026-01-07T17:57:37.942533
160 FG-40F 5 2026-01-05T15:27:52.129214
o FG-40F1 8 No Reports Generated

FG-60E 4 No Reports Generated
=2
(o)

FGT60D4Q16009290 3 No Reports Generated
B nexg_test 998 No Reports Generated
@ PA-850 1 2025-12-24T10:45:28.22722

sonic_test. 999 No Reports Generated
P o

SSNC-RND_60F 6 2025-12-27T18:36:54.113649

test 36 No Reports Generated

Showing 1to 10 of 11 entries

O:

{Security Analysis Screen)>
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You can check the status of security analysis report generation for each firewall.
The third column of the table displays the date and time of the last generated
report. For firewalls where no report has been generated yet, it displays "No
Reports Generated".

® Security Analysis - Report Generation

Firewall List

Firewall Name Search

Firewall Name
bluemax_test2
FG-40F
SSNC-RND_60F
PA850
FGT60D4Q16009290
FG-60E
FG-40F1

test_firewall

=]
=]
=]
O
O
=]
O
O
O

test

{Report Generation Modal Screen)>

Clicking the "Generate Report" button in the upper-right corner of the screen
displays a modal window. Select the firewall for which you want to generate a
report in this modal window, then click the "Apply" button at the bottom of the
modal window to generate the report. Once report generation is complete, the
page refreshes, and the date and time of the last generated report are updated
in the third column of the firewall list table for that firewall.

® Security Analysis - Report Generation History
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Report History for bluemax_test2 X
ReportID Created Date
1w 2026.1.7. 2% 5:57:37
12 2025.12.22. 2% 9:21:40
10 2025.12.20. 2% 1:46:37
9 2025.12.19. 2% 9:48:01
8 2025.12.19. 2% 9:25:34
7 2025.12.19. 2% 92324
6 2025.12.16. 2% 10:29:38
5 2025.12.16. 2% 2:35:43

<{Report Generation History Modal Screen>

Clicking a row in the firewall list table displays a modal window on the right side
of the screen containing the report generation history information for that
firewall. Clicking a row in the report list takes you to the firewall policy analysis

page.

® Security Analysis - Firewall Policy Analysis

P Report > Firewall Security Analysis @
4
bluemax_test2
L
3 You can view detailed information below by clicking on a category or subcategory row.
S Period Management Category Score Sub-Category Rule Count
100 . Expired Rule 2
Period Management 4474
@ 80 Permanent Rule 2
an Redundant Rule 0
Utilization 100 Shadow Rule 0
e Compliance 2 Utilzation Shadow Rule 0
Dst Excessive Open 2
Scope 92.1 . B
2 Service Excessive Open 0
Well-Known Port Open 0
= Service Safety 100 Virus Port Open 0
= Mgmt Port Open 0
Src ANY Open 1
@ N Dst ANY Open 4
Compliance 86.84
NOEVIDENCE Rule 0
Service Safety Scope X
@ Compliance 0
2

© Breezeway Team All rights reserved. Version 1.0.0-b é

{Firewall Policy Analysis Screen>
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On the left side of the screen, you can see a radar chart displaying scores for each
category. On the right side, a table shows the security score for each category of
the corresponding firewall and the number of policies per detail. Click the
"Firewall List" button in the top-right corner to return to the <Security Analysis
Screen).

The radar chart on the left displays scores for five categories: Period
Management, Usage, Scope, Service Stability, and Compliance. Other details are
excluded from the radar chart as they have minimal impact on firewall security.
Hovering your mouse over the chart reveals the exact score for that category.

The table on the right side of the screen has a format similar to the <Policy
Report Screen). A higher score for each item indicates a better security status,
while a lower score indicates the presence of a violation policy for that specific
item. The weight value for each detail can be set in the "Settings -> Weight"
screen.

ﬁ bluemax_test2
2 3# You can view detailed information below by clicking on a category or subcategory row.
Period Management Category Score Sub-Category Rule Count
2 100 . Expired Rule 2
=) Period Management 4474
80 Permanent Rule 2
Redundant Rule 0
o= 60 P
v= Utilization 100 Shadow Rule 0
Compliance /,/—//'"/56 R . /’uﬂhza\lon Shadow Rule 0
L & Dt Excessive Open 2
@ \ 20, / Scope 921 B
\ / Service Excessive Open 0
" \ / ‘ V\{eH-Kr\own PortOpen 0
\ / Service Safety 100 Virus Port Open 0
/' Mgmt Port Open 0
iE / SrcANY Open 1
/
\ / . Dst ANY Open 4
I ompliance :
4 Compli 86.84
fo} — NOEVIDENCE Rule 0
(=) Service Safety Scope
Compliance 0
® Details
po RuleID Rule Type Description
auto_ruleld_417 SrcANY Open Rule auto_ruleld_417: Src ANY Open
auto_ruleld_490 DstANY Open Rule auto_ruleld_490: Dst ANY Open
POLICY_20250507 DstANY Open Rule POLICY_20250507 : Dst ANY Open
auto_ruleld_464 DstANY Open Rule auto_ruleld_464: Dst ANY Open
auto_ruleld_425 DstANY Open Rule auto_ruleld_425: Dst ANY Open
e o Mic

{Firewall Policy Analysis - When Clicking a Major Category Name)

Clicking a major category name in the right table of the <Firewall Policy Analysis
Screen) displays a policy list table at the bottom of the screen containing the
details classified under that category.
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q} bluemax_test2
2 Period Management
100
& 80
60
o= o
- Compliance = — R ——_____Utilizat
\V 20
& \
\ /
\ /
] /
/
= \ J
= Service Safety T Scope
=
Details
Rule ID Rule Type
Lo
auto_ruleld_490 Dst ANY Open
POLICY_20250507 Dst ANY Open
auto_ruleld_464 Dst ANY Open
auto_ruleld_425 Dst ANY Open

Showing 1to 4 of 4 entries

Category

Period Management
Utilization
Scope

Service Safety

Compliance

Breezeway Fire.ONE V1.0 User Manual V1.0

Firewall List

3# You can view detailed information below by clicking on a category or subcategory row.

Score Sub-Category Rule Count
Expired Rule 2
Permanent Rule 2
Redundant Rule

100 Shadow Rule
Shadow Rule

4474

Dst Excessive Open

Service Excessive Open
Well-Known Port Open
100 Virus Port Open
Mgmt Port Open
Y Qocn

s cocooowmnooo

DstANY Open
8684

Compliance

Description

Rule auto_ruleld_490: Dst ANY Open

Rule POLICY_20250507 : Dst ANY Open

Rule auto_ruleld_464 : Dst ANY Open

Rule auto_ruleld_425: Dst ANY Open

{Firewall Policy Analysis - When clicking a subcategory detail name)

Clicking a subcategory detail name in the right table of the <Firewall Policy
Analysis Screen) displays a policy list table at the bottom of the screen containing

policies included in that detail within the category.

® Security Analysis - Firewall Report Difference Analysis
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Report History for bluemax_test2 X
Report ID Created Date Diff
17 2026.1.7. 2% 5:57:37
12 2025.12.22. 2% 9:21:40 a
10 2025.12.20. 2% 1:46:37 0
9 2025.12.19. 2% 9:4801 (@]
8 2025.12.19. 2% 9:25:34 o
7 2025.12.19. 2% 9:23:24 [}
6 2025.12.16. 2% 10:29:38
5 2025.12.16. 2% 2:3543 @]

<Firewall Policy Analysis - When Clicking Diff Mode>

This feature allows you to analyze differences for generated reports. Select Diff
Mode, choose the report for difference analysis, and click See Diff.

Y Report > Report Diff ]

bluemax_test2 Firewall Report Diff

Report #6:2025.12.16. 2% 10:29:38 ~ —>  Report #17:2026.1.7. 2% 5:57:37 ™ Options.

LGLEGN  Removed  Modified  Unchanged

& Summary

Report #6 Report #17
(60 Total rules - Total rules RulelD G IDeect Triggered Types Sy

38 38 auto_ruleld_497 allow  neutral (0.00) - SRC:IP_10.17.1.1-10.17.1.180| DST: IP_40.40.40.51| SVC: TCP_333 | EXP: Any
E auto_ruleld_498 allow neutral (0.00) - SRC:1P_10.17.1.1-10.17.1.180 | DST: IP_40.40.40.51 | SVC: TCP_333 | EXP: Any
= Rule Diff
= et oo Mdied — auto_ruleld_4%9 alow neutral 000) fRC:lD.lE.Zloz\n?rmm7 | SVC: kyi i : SC-2027073
& 3 3 9 26 Showing 1to30f3 entres
@ Score Diff °
PN Category / Type Report#6 Report #17 Impact

» Period Management 4474 pts 4474 pis 0 pts

> Utilization 100 pts 100 pts. 0 pts

» Scope 92.1 pts, 921 pts 0 pts

b Service Safety 100 pts 100 pts 0 pts

» Compliance 100 pis 8684 pis 1316 pts

] O

reezeway Team All ights reserved, Version L0.0-beta

<Firewall Policy Analysis - Report Difference Analysis)

You can view policy changes when comparing two reports. It displays added
policies, removed policies, modified policies, and unchanged policies. It also
shows the firewall security score impact of these changes.
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® Note: Security analysis reports analyze the firewall security status at a
snapshot and are not automatically updated. To view the latest
information, you must generate a new report.

2.1.11 Equipment (Firewall) Management

Security administrators can register and manage firewalls and network
equipment.

1) Firewall List

«

gt 3= Filter Device(Firewall/Switch) > Firewall List @
2
vvvvvv Search Result
a optio
lter Length
o= Firewall Name
Vender Firewall Name Secondary name. Firewall Address firmware version Firstsync
@ Sonicwall sonic_test 10111213 api/sonicos. 2025-12-04
yyyyyyyyyyyyy
) NexG. nexg_test 10111214 20051223
Paloalto test 1111 2026-01-15
B Workcrous
opt Fortinet SSNC-RND_60F 192.1685.1 2025-11-26
e Fortinet FG-40F vdoml 101740 2025-12-04
& Fortnet Fosoe 101151 s 208
® Fortinet FGTE0D4Q16005290 101613 51200
P° Secui bluemax_test2 1017.12 2025-11-19
Paloalto PA-850 1016.1.40 viLl 2025-11-19

") -

{Firewall List Screen)>

Firewalls Detail Information X
Vender Fortinet

Firewall Name FG40F

FirewallAlas vdom1.

Firewall Address 100741

wan

Destination: 00.0.0/0
Router Gateway: 10.17.4.254
Interface:

fortilink
171025511
1P range: 10.255.1.0/24
1P Zone: unknown

tan
1P:10.18.7.254

Interface 1P range: 10.18.7.0/24
1P Zone:internal

wan
P:1017.4.1
1P range: 10.17.4.0/24
1P Zone: external
Pop Sync Scheduling oreen
PushSyncscheduling ~ 0°***

CreateReport Scheduling ~ 0****

config
administrator

WorkGroup Authenticiorkgroup
Defaultadmin

{Firewall Details Screen)
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:‘I} Device(Firewall/Switch) > Register/Edit Firwall

2 o 9 Ee— .
Firewall Information Synchro

FirewallName Firewall Alias

W

Firewall Address Firewall PORT

Firewall Interation ID Firewall Password Firewall Access Key
0 our 0 inutes every 0 our 0
POP Synchronize PUSH Synchronize Report Create

Standard Rule ID Standard Rule Location Option . Standard Rule Use Status

Allow Rule D

o e@m = 2

BlockRule 1D

Permanent Rule ID

Config

{Firewall Registration Screen)>
Clicking a firewall name displays its detailed information. Manual POP and
firewall information can be modified via the modal on the right side of the

details. Additionally, a new firewall can be added using the Create button.

® Firewall Registration/Edit Screen Input Fields

Required ltem Name Description
* Firewall Name Name of the firewall to be registered
Firewall

Firewall name to register when using VDOM
Secondary Name

Select the manufacturer from the dropdown

* Manufacturer
menu
* Firewall Address Enter the firewall's IP address
Firewall Port Enter the firewall port number
* Firewall Link ID | Enter the integration ID provided by the firewall
. Firewall Enter the integration password provided by the
Password firewall
. Firewall access Enter the key (token) required for firewall
key integration
. POP Write the firewall data synchronization time in
Synchronization crontab format
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PUSH
Synchronization

Schedule report
generation tasks

Base Rule ID

Reference Rule
Location

Whether to use
the base rule

Allow Rule ID

Allow Rule
Position

Enable/Disable
Allow Rules

Block Rule ID

Block rule
location

Block rule usage
status

Permanent Rule
ID

Permanent Rule
Location

Permanent rule
usage

Config

Breezeway Fire.ONE V1.0 User Manual V1.0

Write the firewall data transmission time in
crontab format
Write the automatic report generation cycle in
crontab format
(*Currently unsupported)

Specify the firewall policy to be used as the
baseline when generating the initial firewall
report
Select the direction for applying the specified
baseline rule

Select whether to use the standard rule

Specify the allow firewall policy to be used as
the baseline when generating the initial firewall
report
Select the direction for applying the specified
allow rule criteria

Select whether to use the allow rule

Specify the baseline blocking firewall policy
when generating the initial firewall report
Select the direction for applying the specified
block rule

Select whether to use the block rule

Specify the permanent firewall policy to be used
as the basis when generating the initial firewall
report
Select the application direction based on the
specified permanent rule

Permanent Rule Usage Selection

Additional Information Config Settings (JSON
format supported)

Modify/Delete Firewall
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f ice(Fi Switch) > Regi it Firwall ®
A . .
Firewall Information dt Firewall List
&
Firewall Name * Fo.40F Firewall Alias vdom1 Vender * Fortinet .
Firewall Address * Firewall PORT
&
FirewallInteration D * admin Firewall Password * - Ke
1]
2 Gily o hour o  minutes @ey 0 how o minutes eery 0 howr o minutes
POP Synchronize * Enter directly PUSH Synchronize * Enter directly Report Create. Enter directly
(=] o o
& Standard Rule D * Standard Rule Location * bottom . Standard Rule Use Status
® Allow RuleID * Allow Rule Location * bottom . Allow Rule Use Status
Po BlockRule D * Block Rule Location * bottom - Block Rule Use Status
Permanent RulelD * Permanent Rule Location * bottom . Permanent Rule Use Status

Config

{Firewall Edit/Delete Screen>

The firewall edit/delete function can be accessed by clicking the 'Edit' button in
the firewall details tab.

® Firewall Policy

Device(Firewall/Switch) > Firewall Rule @
- (=] Search Result Disabled
Y
= Filler Lengtn
o
[  FirewallName RulelD Rule Name Enable Type  Source Destination  Service  ExpiredOn  Created Date
&
o O easso 0445496b-dec0-48be-a31f5c58%ac6f0de  Fortinet 40F ¥ [ atow ] iz;:g:? gi: 101741 any None 2251216131326
10
19216850 24
0 Passo C9eT5Tec-a224-4966-2773-2230b8908e15  Fortinet 60E ¥ @ ien wust any None 20251216 131326
opton . O easso F2024102216-15V601 Y @D rowws  Ps0s0SNse  TCP4s  SC220614 0251216131326
[=)
=}
0 easso f08970-2b5c 4 F202410221645V701 Y €@ ro2is IP_40.404054 TCP44  SC20250614 2025-12.1613:1326
Option - O Passo 92bsfe13-c F2024: v @D ronwon  Pl021s8 TP SCA250614 2025121613
€ b bobs P_40.40.40.12 ; )
0O Passo F2024102216-AV901 Y [ atow ] I dodods,  PI02258  TCPa4  SCI0S0614 2025121613132
Lo
O easso dechf05a-2026-47co-bafb-1961385808ca  F2024102216-ESVAOL Y [ aiiow JECEUPPEY IP808080S  TCP.44  SC20250614 2025121613136
e I P_11221624151 . ’
ot onte 2 - [ endoee a O easso 52465047-C165-4960-9b%e Sbef94ssesed  F2024121114XMTI0L Y [ atow ] o IP_10.4650.116 TCP_1543 SC20250130 20251216 131326
19216841 cp_80
0 Passo 91¢22422-6f4d-4e54-ac99-d1953912a3bb  case0L ¥ @ . p P102158  TE00 None 20251216 131326
050129 B - 2060205 8
O easso 44cBcdf Bef1-49bc-9502-5369871fAc6e case02 ¥ <D -~ 1P_1022259  TCP80  None 2025-12-161313:26

owing 1 to 10 of 490 entries [®)
m o SRR =

{Firewall Policy List Screen)
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Firewalls Detail Information X
Vender Paloalto
Firewall Name PA-850
Rule ID 0445496b-dee0-48be-a31f-5c58%ae6f0de
RuleName Fortinet 40F
Type allow
Source Zone any
Destination Zone any
192.16850 24

L 192.1685.0/24

Source
192.168.7.0 24
L 192168.7.0/24
P 101741

Destination L 101741
Service o

Cany

N None

Expired On L 2025-12-18-9999-12-31
Enable True.
Created Date 2025-12-1613:13:26.482818

{Firewall Policy Details Screen)

You can view policies registered on the firewall by firewall. Clicking a rule ID
allows you to view the policy's detailed information.

® Firewall Objects

«
P = Filter Device(Firewall/Switch) > Firewall Object ®
2 Firewall Name Search Result m
a sonic_test -
2= Filter Length
o=
. Ob::::%‘w . Firewall Name Object Name Object Registration Date
@ sonic_test X0IP 192.168.169.168 2025-12-23 19:38:32.956752
M R sonic_test X241P 10.1.1.146 2025-12-2319:38:32.956752
E sonic_test X24 Subnet 10.1.1.144/29 2025-12-23 19:38:32.956752
o sonic_test X251P 10.1.1.154 2025-12-2319:38:32.956752
@ sonic_test X25 Subnet 10.1.1.152/29 2025-12-2319:38:32.956752
@ Member
sonic_test X271P 10.1.1.162 2025-12-2319:38:32.956752
@ sonic_test X27 Subnet 10.1.1.160/29 2025-12-2319:38:32.956752
P sonic_test MGMT IP 192.168.1.254 2025-12-2319:38:32.956752
%
sonic_test X0 Subnet 192.168.169.0/24 2025-12-2319:38:32.956752
sonic_test 192.168.157.7 192.168.157.7 2025-12-23 19:38:32.956752

Showing 1to 10 of 682 entries

o 2 3 4 56 Gotopage

© Breezeway Team All rights reserved. Version 1.0.0-beta

. o
{Firewall Object List Screen>
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Object
Firewall Name
ObjectName
Object
Created Date:

Updated Date:

{Firewall Object Details Screen)

sonic_test

xoiP

192.168.169.168

202512-2319:38:32.956752

202512.2319:38:32.956752

You can synchronize and view the list of objects registered on the firewall. You
can filter and view by firewall, object type, object name, object, or member.
Clicking an object name allows you to view the object's detailed information.

2.1.12 Settings
Configure general elements required for website operation when using the

product.

1) Access Restriction

& Firelone

/. Request

0=

Approval
9= Policy
@  Custom Object
169 Governance
B Report
S Device(Firewall/switch)
83 Ssetting
e IPACL
o Approval Line
®  Report Weights

o WorkGroup

e StatusList

e Weblogs

«

{Access Restriction List Screen>
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IPACL

Type * O single O Range

Role apply * [J DefaultUser (] Default Admin

Comment

{Access Restriction Creation Screen)

Configure access allow/block settings for specific IP addresses or network ranges.
You can create a new access restriction using the Create button in the upper-
right corner of the screen. You can select users to whom the access restriction
will apply by 'Menu Access Restriction Group'.

2) Fixed Approval Chain

|

3= Filter Setting > Approval Line o)
2

‘Approval Line Number Search Result m
&

= Fiter .
oz ApprovalLine Tt
° i Approval Line Title Applied Solution Type Status

& 1 APL20260205141119904 Fixed Approval Line FIREONE Fixed Approval Line: ACTVE

Appled Soltion
180 hoving 1t s fitered )

AL

o Gotopage

2
=2
=]
o -

acr
©
123

. n

{Fixed Approval Chain List Screen)
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¥ Setting > ApprovallLine > Approval Line Detail ®
2 . '
Approval Line Details
&
o= AoprovalLine Tite Fixed Approval Line
® Approval Line Number APL20260205141119904
L3 Type. Fixed Approval Line
B2
Application Order
=2
=]
AppliedSolution ~ FIREONE
o .
Applicant yskim
P
oo
No Division Name Department Position
1 Approval admin RndPartl Director
1 Agreement Gunam Na Rnd Partl Director
1 Reference Kyima Liaru Rnd Part1 Director

{Fixed Approval Route Details Screen)

Approval Line

e o Kyimaliaru
o Part Dictor

{Fixed Approval Line Approver Designation Modal Screen)

When approval from specific individuals is mandatory, use a fixed approval line to
prevent users from arbitrarily excluding those approvers.

By default, only one fixed approval route can be used per solution. When
activated, it automatically applies to all approval submissions within that solution.

® View Fixed Approval Line
You can view the basic information of created fixed approval lines and the
designated approvers, consensus members, and reference members. Fixed
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approval lines are only reflected on the approval submission page when their
status is 'Active’.

> o@Qu s = 2 ¥

® C(reating a Fixed Approval Line
Setting > ApprovallLine > Approval Line Add

Approval Line Detals =]

Approver [(me ]

nnnnnnnnnnnnnnnnnnnnnnn

{Fixed Approval Route Creation Screen)

Clicking the 'Create' button located at the top right of the Fixed Approval Line
List screen takes you to the Fixed Approval Line Add page. You can specify the
fixed approval line's basic information (name, type, application order, applied
solution) and approver information.

When creating a fixed approval line, it is created in an inactive state by default.
When you enter all the information you need and press the ‘Save’ button, a
notification will appear asking if you want to activate the fixed approval Line.

® Modifying Fixed Approval Routes

You can modify the approval route's basic information and approver details on
the Fixed Approval Route details page. Clicking the Modify button applies the
changes.

® Deleting a Fixed Approval Line

Clicking the Delete button on the fixed approval route detail page will delete the
fixed approval route.

3) Weight
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P Setting > Report Weights ®
=3
- -
@ Expired
[ —
2 Utilizati
©
Ishac
%
scope
vicesafe
compi
Miscelaneous
(] O
{Weight Screen)>

This screen registers the weights used in score calculations during report security
analysis. After entering weights, clicking the Apply button reflects them when
generating reports.

4) Work Group

% 3= Filter Setting > Work Group @
2
s .
L
WorkGroup Name Number of Firewall Number of Admin Creation Time Modification Time
@® s s 2240926081746 2240526041746
@ s 1 250709175319 1051224102954
© o
=)
8
P
° : . S

{Work Group List Screen>
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Setting > Work Group Detail @

P— [T T

AuthenticWorkgroup

Registration Date 2026-02-0510:35:19

Modification Date 2026-02-0510:35:19

Firewall List

1P Address
101741

101751

> o@u v r 2 8 e A
H
iii
H

User List

Position.
Michael Thompson testl0 RndPartl Manager Authenticorkgroup

Finance Junior AuthenticWorkgroup

testy
© SeanKim seankim RndPartl Supenvisor Authenticorkgroup &S

{Work Group Details Screen)>

Add Firewall

[0}
o}
o
o
o
o
o
o

{Work Group Firewall Assignment Modal>
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User List

~ administrator

© Authenticorkgroup.

v NESKgE /A

{Work Group User Assignment Modal>

Within a workgroup, the firewall administrator can assign the firewall they will
manage. The firewall administrator can only view information related to the
firewalls assigned to them based on the workgroup, such as in the Policy or
Equipment menus.

® View Workgroup Details
You can view the basic information (name, remarks) of the created workgroup,

along with the assigned firewall and user information.

® C(Create Workgroup

) Setting > Work Group Create ®
JR— (=T -]
a WorkGroup Name * o
oz Description *
@
0
G Firewall List dadd
2
Vender Firewall Name 1P Address
8
o 9
(0] acheck? <=
5
User List
Name Employee ID Department Position
&
(] et &

{Workgroup Creation Screen>
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Clicking the Create button in the upper-right corner of the workgroup list takes

you to the workgroup creation page. You can create a workgroup by entering
the basic workgroup information and adding firewalls and users.

® Modify Workgroup

You can modify the workgroup's basic information and users on the workgroup
details page. Clicking the Modify button applies the changes to the workgroup.

® Deleting a Workgroup

Clicking the Delete button on the workgroup details page will delete the

specified workgroup.

5) Task Processing History

«

® = Filter Setting > Status List

Search Result

FIQ2026020511101790

FIQ20260205111017905
FIQ20260205110407636
FIQ20260205110407636
FIQ20260205110543272

0 Michael Thompson

[ Michael Thompson FIQ20260205110543272

BWAY20260205110414833

BWAY20260205110414833

BWAY2026020511055067

O admin

> o @u wer o

O admin

8 . meezes B ) Kyimatiaru FIQ0260205110407636

TR
T

O Kyimatiars FIQ0260205110407636

-
©

{Task Processing History Screen>

BWAY20260205110414833

Firewall ID

Date

20260205 111026

20260205 111017

2026.02.05 11:06:07

20260205 110607

2026:02.05 11:05:50

20260205 110543

2026:02.05 11:04:50

20260205 11:04:50

2026:02.05 11:04:14

2026:02.05 11:04:07

You can view the task processing history for all users. The task processing history

is updated each time the application, approval, and implementation steps for

applying the firewall policy are performed.

6) Web Log

62
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P [ .
= Filter Setting > Web Logs ®
2
Employeeid Search Result
=Fil Length
. w
Employee ID ur HTTP Method Created Date
@ admin Jws-toast/412/cfhydgah/xhr_send poST 2026-02-05 14:07:07
TP Method
180 " admin Jws-toast/412/cfhydgah/xhr PoST 2026-02-05 14:07:07
a admin Jws-toast/412/cfhydgah/xhr PoST 2026-02-05 14:07:07
ormat
admin Iws-toast/412/cfhydgah/xhr_send poST 2026-02-05 14:07:07
8
admin Jws-toast/412/cfhydgah/xhr PoST 2026-02-05 14:07:07
it
dmi /ws-toast/iframe html GET 2026-02-05 14:07:06
® admin Jws-toastiframe html GeT 2026-02-05 1407:05
mmmmm
r admin /menu/getsupportinglLanguages GET 2026-02-05 14:07:04
admin /ws-toast/412/ovn045gr/websocket GET 2026-02-05 14:07:04
et
0260125 B . 2060205 a admin Jws-toastfinfo GeT 20260205 14:07:02
Showing »
©:: « - -

{Web Log Screen)

Details X
Employee 1D admin
urt s toast/a12/cthydgahxhr_send
HTTP Method POST
1PInformation 00000001

Mozilla/5.0 (Macintosh; Intel Mac S X 10_15_7) AppleWeb
PCnformation Kit/537.36 (KHTML, like Gecko) Chrome/144.00.0 Safari/5
736

["SUBSCRIBE\nid:sub-0\ndestination: alarm/toast/admin

Faremeters \ninlu0000']

Created Date 2026:02:05 140707

{Web Log Details Modal Screen)

You can view the web action logs for all users. All requests originating from the
client side are recorded, and the history is updated in real-time. Clicking the
creation date allows you to view details about the request.

2.1.13 Administrator

Administrators can perform tasks that require management/supervision when
using the product.
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1) User List

= Filter Admin > User List

Search Result

Name
GunamNa
Gillee
EITRT
o _wax
KelvinWee
Eunice Bae

Michael Thompson

Breezeway Fire.ONE V1.0 User Manual V1.0

Employee ID

‘gunamis Default Admin Basic Supervisor
glee Default User Basic User
escho Default Admin Basic Supervisor
mchkim Default Admin Basic User
kelvin Default Admin Basic Supervisor
eunice Default Admin Basic Supervisor
testi0 Default Admin Basic Supervisor
tyler Default Admin Basic Supervisor
youngkim Default Admin Basic Supervisor
admin Default Admin Basic Supervisor

o

{User List Screen)>

{User Details Screen)>

Change Password

New Password

Confirm Password

Tyl Cho
ues
admin
~ =
Admin > UserList > User Detail
User Details
Gil Lee
testl1@admin.com
Department Rnd Partl
Employee D glee
Last LoginTime 2250729150352
Menu Access Group Default User
Page Management Group Basic User
Password 22
r
New f
fir
A

{ Cancel

Gotopage

=

{Password Change Popup)
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4

Modification Time

20250709 152006

2005122102954

202507:2410:3551

200507-17135526

200512:2410:2954

2025122102954

20260205 10:3519

2025122102954

202512:2410:2954

200512:1717:5840

LastLoginTime

2005222175431

20050729 15:0352

202507:30 145109

20250924 140652

NoLogin History

NoLogin History

20260205 11:0526

NoLogin History

NoLogin History

20260205 11:1018

Length
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localhost:8190 LH&:

The passwords does not match.

<If the existing password does not match)
User accounts can only be created through HR information linkage. On the user
list inquiry screen, you can view the list of user accounts registered in the system
and the user's activity history. Click a user's name in the list to view their detailed
information.

2) User Information Lookup
Quickly view user information such as name, employee number, and email based
on HR information linkage.

3) User Information Modification
Since user accounts are created through HR information linkage, name,
employee ID, and email information cannot be modified. If a user wishes to
change their password or has forgotten it, they can request a password reset
from the administrator. Additionally, profile photos can be changed or reset. If
no photo is specified, the system's default photo will be used.

® Department List
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q} = Filter Admin > Dept List ®

4
Search Result

3= Filter Length
o=
Company Dept Code Department Parent Dept Code Depth Status Maodification Date
& 000 600100 Sales Partl 600000 2 Y 2024-092306:00:30.782
ls0 000 600200 Sales Part2 600000 2 Y 2024-09-2306:00:30.782
A 000 600201 Sales Support 600000 3 Y 2024-09-2306:00:30.782
000 000000 Rnd Team 000000 1 Y 2024-09-2306:00:30.782
=]
=]
000 100000 Management 100000 1 Y 2024-09-2306:00:30.782
& 000 200000 HR Team 200000 1 Y 2024-09-2306:00:30.782
® 000 300000 Accounting 300000 1 Y 2024-00-2306:00:30.782
e 000 400000 Finance 400000 1 Y 2024-092306:00:30.782
000 500000 Purchase 500000 1 Y 20240923 06:00:30.782
Start Date & - EndDate = 000 600000 sales 600000 1 Y 20240923 06:00:30.782

Showing 21 to 30 of 41 entries

L@ s

o [~ INEZEE o

{Department List Screen)
You can view department information linked to HR data.

4) Page Management Group

«

m 3= Filter Admin > Page Management Group ®

2

s ALL v
= Filter Length
o=
Page Management Group Number of Users Creation Time Modification Time
& Basic Supervisor 18 2024-12-3013:12:15 2025-07-1709:16:11
1] Basic User 9 2025-01-2213:13:09 2025-07-1709:19:09

Showing 1to 2 of 2 entries

Re Search
o [~ INEENE o

{Page Management Group List Screen)
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.
‘ﬁ Admin > Authority Group > Page Management Group Detail @

N
E

Page Management Group

13

Expand entire menu
Page Management Group Name Basic Supervisor z
oz Re
o sesrton sisa Basic upervisor page management group that cannot be modified FirewallPolicy
Blackist Polcy
U] Created Date 2024123013:1215
'
a Updated Date 2025.07-170%:16:11
eeeeeee Detail
=
8
User List © Approwa !
' ] a
® Name ConnectedAt @ a
artl Manager) 20260205 110526 * Govermance
e 2006.02.05 155656
Kyima Liaru Rnd Part Dirctor) 2060205153147
Device(Firewall/Switch)
SeanKim (Rnd Part./ Supervisor) 20250924 10704
Rep
admin (RndPart/ Directr) 2026206085240
‘‘‘‘‘‘‘‘
Gunam Na (Rnd Part1./ Director) 2051222175437 ®
TyterChoi (Rnd Part Director) - © Setting
Mclnerney (Rad PrtL./ Director) 2051218152240 o - -
Eunice Bae (Rnd Pat/ Diector)
- Kelvin'Wee (Rnd Part./ Director -

<{Page Management Group Details Screen>

Restrict user access to features through Page Management Groups. If read or
write options are disabled, users cannot utilize the features of that page.

® Page Management Group Inquiry
You can view the basic information of a Page Management Group. Clicking the
Page Management Group name takes you to the Page Management Details
page. On the details page, you can view the basic information of the Page
Management Group, the assigned user information, and the applied functions
per menu.

® Page Management Group Creation
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m Admin > Authority Group > Page Management Group Create
Z Page Management Group
4

Page Management Group Name

Description
@
[CL]
L= User List
fo=)
=] Name Connected At

N

There are no search results.

e Please check the contents again.

Breezeway Fire.ONE V1.0 User Manual V1.0

@
~ Expand entire menu Read Write |
v Request
v Approval
v Policy
~ Governance
v Custom Object
v Device(Firewall/Switch)
© Report
v Diagnostic
v Setting
v Admin
~ Documents

{Page Management Group Creation Screen)

User List

v RndTeam
v RndPartl

0 admin

Rnd Partl / Director

[ B

Rnd Part1/ Junior

< Delete

Eunice Bae
Rnd PartL./ Director

[ Gilee

Rnd Part1./ Director

<{Page Management Group User List Modal Screen)>

Clicking the Create button in the upper-right corner of the Page Management
Group List page takes you to the Page Management Group Creation page. You
can create a Page Management Group by entering its basic information, adding
a user list, specifying functions per page, and saving.

® Modifying a Page Management Group
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You can modify relevant information on the page management group details

page. Clicking the Edit button applies the changes.

® Deleting a Page Management Group

Clicking the Delete button on the Page Management Group details page will

delete that Page Management Group.

5) Menu Access Group

«

i\{} = Filter Admin > Menu Access Group

£ Search Result

E

Menu Access Group. Number of Users Creation Time

@ DefaultUser s 0250226061539

M Default Adm 19 2025403-07 17:0549

e (]

o

=}

]

®

<«
B o .
3= Filter Admin > Menu Access Group
2
Search Result
A, ALL
== Filter
0=
Menu Access Group Number of Users Creation Time
@& Default User 8 2025-02-26 06:15:39
lﬂ_q Default Admin 19 2025-03-07 17:05:49
Showing 1to 2of 2entries
=2
(=)

.

{Menu Access Group List Screen>

Modification Time
202507-1810:06:18

202507-18 14:3535

®

Length  +
Modification Time
2025-07-18 10:06:18

2025-07-18 14:35:35
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> Menu Access Group Detail

Defauit User

Thisis the ‘Default User' menu access group that cannot be modfied.

2025.02.2606:1539

20250718 10:06:18

E Admin > Role Group
2 .
Group Details
&
Group Name
o=
® Descrption
e (Created Date
a Updated Date
=
8
User List
® Name
Gil Lee (Rnd Part1 / Director)
e &4 (Rnd Partl / Junior)
Charlotte Evans (Finance / Junior)
temp (Rnd Part1 / Director)
Ethan Walker (Accounting / Director)
YERE (Rnd Part2 / Junior)

Connected At

20250729 15:0352

20260107 17:5058

2025.082114:1435

20251029 15:17:01

202512-1717:2339

20250724 173104

20250808 14:19:17

20251030 1328:15
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nnnnnnnnnn

yyyyyy

uuuuuuuuuu

[m]
]
m]
]
]
]
]
] [m]

[m]
]
[m]

{Menu Access Group Details Screen>

Menu access groups restrict which menus users can access. If menu access is
disabled, users belonging to that menu access group cannot access the disabled

menu.

® Menu Access Group Inquiry

You can view the basic information of a Menu Access Group. Clicking the Menu
Access Group name takes you to the Menu Access Group Details page. On the
details page, you can view the Menu Access Group's basic information, assigned

user information, and access information per menu.

® (reate Menu Access Group

m Admin > Role Group > Menu Access Group Create
2 Menu Access Group
&
Name
Description
@
1)
2 User List
=}
=} Name Connected At
]
9
©

70

v Custom Object

« Device(Firewall/Switch)

®
=]
o (o]
o (o]
o (o]
[ o]
(] o]
[] [o]
o (o]
o (o]
[ o]
] o]
[] o]
o o

O
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{Menu Access Group Creation Screen)

{Menu Access Group User List Modal Screen>

Clicking the Create button in the upper-right corner of the Menu Access Group
list page takes you to the Menu Access Group creation page. You can create a
menu access group by entering its basic information, adding a user list, specifying
access permissions per menu, and saving.

® Modifying a Menu Access Group
You can modify relevant information on the menu access group details page.

Clicking the Edit button applies the changes.

® Deleting a Menu Access Group
Clicking the Delete button on the Menu Access Group details page will delete
that menu access group.

6) API List
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«
P = Filt Admin > APIList @
== Filter
2
APl Code Search Result Delete
&L
3 Filter Length v
o= APIName
) APICode  APIName Product Name 13 url Port  Alias
& O w2 FireONE Common FireONE Common Module 127001 hitp://127.00.1 8191
Product Name
1] O wos FireONE Alarm FireONE Alarm Module 127001 hitp://127.00.1 8195
[m] A12 test2 test2 192.168.7.178 http://192.168.7.178 8081 test2
E P
0 A2 SyncStatus FireONE Satus Module 192.168.7.178 hitp://192.168.7.178 8082
8
(= Fast-API FireONE Agent Module 192.168.7.178 hitp://192.168.7.178 8081
url
@ [m] wo7 FireONE Chatbot FireONE Chatbot 127.0.0.1 http://127.0.0.1 8198
O] O bo1 FireONE Diagnosis FireONE Diagnosis 127.001 http://127.0.0.1 8000
Port.
e g wor FireONE WEB, FireONE Web Module 127.00.1 http://127.0.0.1 8190
0O wos FwSync FwSync 127.001 http://127.0.0.1 8199
Alias
O wo3 FireONE Approval FireONE Request/Approval Module 127.001 http://127.0.0.1 8192

Showing 1 to 10 of 12 entries

° 2 Goto page

©® Breezeway Team Allrights reserved. Version 1.0.0-beta

<{API List Screen)>

API List
API Code *
APIName *
Product Name

Url + http:// v

Port *

{API List Creation Modal Screen)>

Stores and manages APl information used in the product. You can manage the
IP, Address, and Port information of APIs currently in use within the product.
The Fire.ONE product provides services with each function modularized, but it
can be customized by integrating with the customer's application/approval
module or alarm module, etc., as needed.
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If the address where the product module is installed changes, the address can be
updated in the database without redeploying the source code. This aims to
reduce failures caused by module-to-module calls.

® Key APl module information currently used in the product

Product Name Module Description Address port
Fire. ONE Alarm Fire.ONE Alarm Module http://127.0.0.1 8195
Fire.ONE Fire. ONE Request/Approval http://127.0.0 1 8192
Approval Module
Fire.ONE Push Fire. ONE Push Module http://127.0.0.1 8193
Fire.ONE Policy Fire.ONE Policy Module http://127.0.0.1 8194
Fire. ONE )
Ire Fire.ONE Common Module http://127.0.0.1 | 8191
Common
Fire.ONE WEB Fire. ONE Web Module http://127.0.0.1 8190
Fire. ONE FwSync Fire. ONE Agent Module http://127.0.0.1 8199
Fire.ONE Fire.ONE Diagnosis http://127.0.0.1 | 8000
Diagnosis

® (reate API List
If additional APIs are used, you can add APl information by clicking the Create
button in the upper right corner of the API List page.

® Download
You can download the list of currently used APIs in Excel format.

7) Menu List
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«
q} 3= Fil Admin > Menu List ®
== Filter
2
MenuCode Search Result
&
Filter Length  +
o= TopMenuCode
() MenuCode  TopMenuCode  MenuName MenuEngName url Type USE  Display
@ [m A0 y Request T Yooy
MenuName
013 O Ao A0 e Firewall Policy Jrequest/fpiq/requestFirewallPolicy.os L Yooy
[mE:Y A0 ERAEWY  Blacklist Policy i i icy.of L Yooy
MenuEngName
[ A0 M 2AE Policy List Jrequest/fpiq/fpiqRequestList.os L Yooy
8
O A A0 A A Request Detail /request/fpiq/fpiqRequestDetail.os L Y N
ut
@ o A A0 ofojz{o|x| User Profile Juser/profile.os L Y N
® O B0 BOO 2 Approval T Y Y
USE
@ ALL O BA0 B0O x4 Approval Request  /approval/approvalRequest.os L Y N
O BBO B0O 7loket Draft /approval/draftBox.0s L Y Y
Display
ALL . O Boo B0O ELE Approval /approval/approvalBox.os L Y Y
Showing 1 to 10 of 85 entries
o 2 3 4 59 Gotopage
Breezeway Team All rights reserved. Version 1.0.0-beta

{Menu List Screen>

Menu List
MenuCode *

MenuType *
icon svg code

MenuName *

MenuEngName *

url

USE *

{Menu List Creation Modal Screen)
You can view, create, edit, and delete menus used on the webpage.
® Creating a Menu List

You can add a new menu to the menu list by clicking the Create button in the
upper-right corner of the menu list page.
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® [Edit Menu List
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Click a menu code in the menu list to edit its detailed information. Click the Edit
button in the bottom-right corner of the modal to apply the changes.

® Deleting Menu List

Select the checkbox for the menu you wish to delete from the menu list and click

the Delete button to remove that menu.

® Download

You can download the menu list for the current product in Excel file format.

©Qcenwean

X/

% Menu Code Generation Rules

- A 3-digit code composed of a combination of uppercase letters

A-Z and 2 digits

- The parent code consists of A-Z + 00, and the menu structure

has two levels.

- The top-level code AOO does not require a menu URL, but its
submenus do have URLs.

Admin > System Status

WAS Memory Usage Status

25.8%
74.2%

[0 sed Memory : 74.2% Free Memory : 25.8%

COMMON WEB

{System Status Screen>

CPU Load Times

46.7%
53.3%

Used: 53.3% [ Available : 46.7%

API_FWSYNC ALARM

Real-time monitoring of system memory, disk, CPU usage, and API connection
status is available.

75

Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

® \WAS Memory Usage Status
Views used memory and available memory.

® Disk Usage
Check the used disk space and available disk space.

® CPU check
Check the hardware CPU usage and Java Virtual Machine CPU usage.

® APl
Verify the execution status of each module (COMMON, WEB,
APPROVAL, PUSH, POLICY, FWSYNC, ALARM).

2.2 Diagnostics Function

Fire.ONE's diagnostics function comprehensively utilizes firewall logs, rule-based
traffic analysis, policy checks, anomaly detection, and threat intelligence to
diagnose the overall security status.

D Fire.oNE

o= Policy

Security Dashboard
Moritor and manage all securty status

Security Events o Threat Detection o} Ruleset Violation Events Overall Security Score [¢]

wwwww . 0 0 8 200
nt 0 securky events detected i the last 24 hours. 0 tocted st 24 hours. 8 ruleset vioations were detected in the fast 24 hours. 0

Upcoming Inspections © Scheduled

<Fire.ONE — Diagnostics Access)

Clicking the Diagnostics menu in Fire.ONE opens the diagnostics screen in a
separate window.
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2.2.1 Security Dashboard
The dashboard provides an at-a-glance view of the overall security status.

«

D Fire.one
2 Req
& Approval
@  Custom obj
{1
B Rep
S oevicelFirewall/switch)
&3 Setting
@  Diagnostic
Py Admin
{Diagnostic Dashboard Screen)
1) Security Events: Displays the total number of security events collected

over the past 24 hours. Events occurring during this period are
categorized into info, warning, error, notice, and warn, with
corresponding graphs shown.

Threat Detection: Displays the number of potential threats detected over
the past 24 hours. It summarizes threats by severity level (Critical,
Medium, Total), enabling assessment of the current attack landscape.
Rule-Based Events: Shows the status of rule violation events over the past
24 hours. Displays the number of events by risk level: Critical, High,
Medium, Low.

Overall Security Score: A metric converting the current infrastructure's
overall security status into a score (0-100). It indicates Risky (0-59),
Moderate (60-79), or Good (80-100) status. It also displays the rule set
compliance score and alert severity score.

Traffic Summary: Displays the overall traffic flow, types, and distribution
over the past 24 hours in a time-based graph. Hovering the mouse over a
specific time allows you to view detailed information.
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& Fireone

Firewall
) Firewall List
B Policy List
S Object List
Compliance
) Log Analysis
Breezeway
Ruleset Management
mpliance
\ Threat Intelligenc
Anomaly Detection

Security Reports.

profile

bbaccad 1290

developer

6)

Security Dashboard

Monitor and manage all security status at a glance with the integrated security monitor
Security Events
0 o
) secuity events detected n the fast 24 hour potential thre
Critical : 0 Wamning : 0 Info : O Gritical: 0

Traffic Summary 8,248,090 Al 0% Blocked: 0%

Threat Detection

ng and management dashboard.

Traffic Detail Analysis

Setailed Traffic Status by Fire

Ruleset Violation Events
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Overall Security Score o]

20“103

FG-60E
otal Logs 0 ol

10.17.5 e Toar
0

Policies 3 o

l:l:lemax,leslz - o 010

0t Total Tr 0

les 37 Blocked Loy 0

PA- 0

-850 N o

10 ockea Tratfe Toma
0

Policies 46 o

etected inthe last 2 ere detected in the | ) Overall security Level 100
Medum: 0 Total: 0 Criical: 0 High: 5 Medium: 3 Low: 0 -
Normal (60-78) @ Good (80-100
Alert severty 5
February 4, 9:00 PM
enaction attempied
sis Ruleset Integration Status
213 Overvi Overal ) Check & Complian
p-request Recent Ruleset Execution © Realtime
- R Firewall Policies
O g7 ® 02,05 Whether there are any R 2oms - |
. unnecessary Any-Any rules
Total Violations
T 8 o a ° 200 Overly openrule check  complete ¢
° Check for duplicate firewall . _ )
Service Objects o Address Objects rules completa 253 ’
o = o 1D e
Object Groups Time Active Rulesets
0 100% 435

Upcoming Inspections © Scheduled

{Traffic Summary - Detailed View)

Traffic Detailed Analysis: This section displays detailed information about

firewalls marked as favorites in the firewall list. It shows detailed logs,
traffic, and blocking status for each firewall.

Fire ONE

Dashboard

B Policy List
£ Object List
ompliance
B Log Analysis
Breezeway
Ruleset Management
[ Compliance
Threat Intelligence
Anomaly Detection

Security Reports

Profile

developer

Firewall List

You can check the list of registered

Total Firewalls o]

Firewall List

Name 1P Address Vendor
sonic_test 1011213 Sonicwall
nexg_test 10111214 ne"f
test 1 :flc:\fc
SSNC-RND_60F 19216851 Fortnet
FG-40F 101741 ;m:me“
FG-60E 101751 Forinet
FGT60D4Q16009290 10161.30 ;‘”:"}“
bluemax_test2 10171.2 ffcu:
PA-850 1016140 :zlua‘\m

Total Compiiances [

Location Total Traffic

administrator, DefaultAdmin O
administrator 0
DefautAdmin 73M
administrator, Defaultdmin O
administrator, DefaultAdmin - O
administrator, DefaultAdmin O
administrator, DefaultAdmin O

administrator, DefaultAdmin O

administrator, DefaultAdmin O

78

Total Policies Total Objects
2442
otalobjects
Q

log block Traffic Trend Compliance ~ Policy Object status
o 0 20 358 1451 Active
o 0 20 0 0 Active
7312 0 20 0 0 Active
o 0 20 a 190 Active
o 0 20 2 137 Active
0 0 20 3 146 Active
o 0 20 0 0 Active
0 0 20 37 395 Active
o 0 20 46 123 Active

{Favorite Settings Screen for Firewalls in the Firewall List)
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@,gs

{Applied Firewall Detailed Traffic Status Screen)

7) Firewall Status Analysis: Displays the firewall API status and cache data
status. Specifically, it shows the status of registered firewalls, firewall
policies, compliance, total violations, service objects, address objects, and
object groups.

8) Rule Set Trend Status: Displays the overall system inspection and
compliance status. Shows recent rule set execution history, allowing you
to check the average execution time, success rate, active rule sets, and
the next inspection.

2.2.2 Fire.ONE - Firewall List
View the list of registered firewall devices, traffic, and associated compliance,
policies, and objects.

79 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

& Fireone R o & &

Firewall List O Refres!
L Dashboard You can check the ist of registered firewall devices

Total Firewalls o Total Compliances I} Total Policies Total Objects 5]

9 180 487 2442
Number of registered frew mplance verii u Tota frewsl ol Total object

Name 1P Address Vendor Location Total Traffic  log block Traffic Trend Compliance  Policy Object status

sssssssssss

ccccc

11 o DefauitAdmin 731M 7312 o I\ 20 o ) Active

SSNC-RND_60F 19216851 portnet administrator, DefaultAdmin O 0 o 20 rl 190 Active

FG-60E 101751

FGT6004Q16009290

bluemax_test2 101712

PA-850 10161.40 administr

{Firewall Status Screen)

1) All Firewalls
e Displays the number of firewall devices registered in the system.
e Provides an at-a-glance view of the number of firewalls currently
under management.
2) Total Compliance
e Displays the aggregate results of compliance checks (policy adherence)
performed on all firewalls.
e This metric provides an overall level check to confirm whether settings
comply with regulations or security guidelines.
3) Total Policies
e Shows the total number of policies applied to currently registered
firewalls.
e [t allows you to understand how many rules/policies are in operation
on each firewall and the overall policy scale.
4) Total Objects
e This shows the total number of objects (such as address objects and
service objects) used in firewall policies.
e This metric indicates the complexity of resources used in policy
configuration and helps gauge the management scale.
5) Firewall List
Column Name Description
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Name

IP Address

Manufacturer

Location

Total Traffic

Traffic Trend

Compliance
Policy
Object
Status

Breezeway Fire.ONE V1.0 User Manual V1.0

The logical name of the firewall device. This is an identifier
used by administrators to distinguish between devices.
Displays the management IP or primary IP address of the
firewall device.

Indicates the vendor information of the firewall device (e.g.,
AhnLab, Bluemax, Fortinet, Palo Alto, etc.).

Shows the physical/logical location where the firewall is
installed.

Displays the amount of traffic passing through the firewall.
This area displays traffic changes over time as a mini-graph. It
allows you to intuitively identify points of sudden traffic spikes
or drops.

The number of compliance checks performed on the device.
The number of policies applied to this firewall.

The number of objects in use on this firewall.
Displays the active or inactive status of the firewall device.

2.2 .3 Fire.ONE - Compliance List

This feature allows you to check the Fire. ONE compliance status. It displays the
total number of policies, active policies, high-risk policies, total conditions, and a
list of compliance policies. This enables you to quickly grasp how many compliance
policies are currently defined, how many policies are actually in operation, and how
many policies carry a high risk level.
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Compliance List O Refrest

L Dashboard You can check the list of Fire.ONE compliance policies

20
tal comy

101125

1015

Total Polici

Complian

Policy Name Firewall List status Risk Level

1013.1014_Comp. Unknown  Active Low

ies. 0O Active Policies [ High-Risk Policies oY Total Conditions

ce Policy List

AAAAAA

AAAAAA

cccccc

AAAAAA

Unknown Active Low

Unknow Active Lo TCRI5 2025.12.22.

{Compliance List Screen)

1) Compliance Policy List

Column
Name

Description

Policy Name

Firewall List

Status

Risk Level

Conditions

Description

The name of the compliance policy. It should be expressed in a
way that allows administrators to intuitively distinguish what
type of policy it is.

Indicates the target firewall to which this policy applies.
Displays the operational status of the policy. (Active and
Inactive)

Indicates the risk level of the violations addressed by the policy.
For example: Low, Medium, High, etc., allowing prioritization.
A list of detailed conditions the policy uses to determine
violations. Specific filter conditions like expiration period,
service/port, source/destination address, and protocol are
displayed.

An area for additional notes or comments about the policy.
Useful for recording policy intent or operational guidelines.
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Displays the date this compliance policy was first created. This
Creation Date @ can be referenced to manage the policy's implementation date
and change history.

2.2 .4 Fire.ONE - Object List

The Object List provides an at-a-glance view of the total number of objects,
service objects, address objects, and group objects (which bundle services and
addresses). This allows you to quickly understand how many objects are currently
defined for use in the policy configuration and the relative proportions by type.

1) Service Objects

» O &
Object List
Total Objects ) Service Objects Address Objects Group Objects
595 240 355 10
Service Objects  Address Obj
Service Objects

Object Name Firewall List Protocol Port/Member Type Description Policy in use Creation Date
Tcp_80 Unknown T 80
TCP_8080 Unknown e 8080
JJJJJJ n T 100-200

- 8082

21

8086
e 8020

Tce 8918

8917

e 8916

TeP 8085 Unknown L= 8085

TCP_8915 Unknown L= 8915

T30 Unkno n T 3800

TCP_8914 Unknown L 8914

TcP_8913 Unknown L 8913

e Unkno wn L 8101

{Object List - Service Objects Screen)

Column Name Description
The name of the service object. This is the identifier
used when referencing it in policies.
Firewall List Displays the firewall to which the object belongs.

Object Name

Protocol Displays the protocol information for the object.

Displays the port and member information for the

Port/Member )
object.
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The type of the object. Distinguishes whether it is a

Type single object or a group, etc.
This area records additional descriptions/notes about
Description the object. You can leave details about its purpose or
precautions.
Shows whether policies actually reference this object
Policies in Use and how many exist. Can be used to identify candidates

for cleaning up unused objects.
This is the date the object was first registered in the
system. It can be used as a reference for determining
the object's introduction date and when maintenance
may be required.

Creation Date

1) Address Object

&P FireonE ° s
vso;\somcc:s ) ::: Objects I;d;v;ss Objects (;r:p Objects
<{Object List - Address Object Screen)
Column Name Description
The name of the address object. This serves as an identifier
Object Name when referenced in policies, clearly indicating the IP range
or purpose.
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Displays the firewall device to which the address object
belongs.
IP information mapped to the object. Displays the IP
address and network status.

The type of the address object. Distinguishes whether it is
a single address or a group of multiple addresses.
This area records additional descriptions/notes for the
object. Example: "External DNS server," "Headquarters
internal network range," etc.

Indicates whether policies currently reference this address
object and the number of such policies. If not in use, it
may be subject to cleanup as an unused object.

The date this address object was first registered in the
system. Useful for determining the creation time and
management history.

2.2.5 Fire.ONE - Policy List

This feature manages and monitors the policy list within the Fire. ONE system,
providing an at-a-glance view of the total policies, currently active policies,
expired policies, allowed policies, blocked policies, and the firewall policy list. This
allows for quick verification of the scale of currently operating policies, the ratio
of allowed to blocked policies, and the presence of expired policies.
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& Fireone 3 o &S

Policy List & Export
Dashboard Manage and mor system polcy st

Total Policies o Actve Policies G Expired Policies Allow Policies @ Block Policies
tal number of frewa police ently active Number of expired pe Number o alow acton poli Nt Kcaction polce
& Object List
Compliance
Firewall Policy List All Actions Firewall List Q
Breezeway entire 487 sonic_test 358 PA-850 46 SSNC-RND_6OF 41  bluemax_test2 ~ 37 FG-60E 3 FG-40F 2 FGT60D4Q16009290 O  nexg_test O test 0
Ruleset Management
Policy Name Firewall List Source Destination Service Traffic count Action Status Creation Date Expiration Date
mpliance
o s o, Local 1921687024 AWS Instance Configuration ~ SSH §
Threat ntsiige onfiguring an AWS Instance for Development SSNCRND.SOF 0o 0roa T ] s Alow @ Active
Anomaly Detection 10182102 10182102 Kyimatestsingle
10182102 10182102 Tcp_9999
Security Reports auto_ruleid 499 bluemax_test2 sonc.cokr @ Allow @ Active
“ssnc.cokr
Profile
a al AL
ImTestTestTest FG-60E T D o) 5 Alow 5 Active
any AIXO Management P Ping
@ Al o Acti
Default Access Rule sonic_test T — B Allow Active
any AIXO Management P HTTPS Management
+ " i @ Alow @ Active
Default Access Rule sonic_test ) e s Allo ot
any AIIXO Management IP HTTP Management
Default Access Rule sonic_test ) E ) Alow @ Active
et Access any LAN Iterface 1P SSLVPN -5
efauit Access Rule sonic_test D Yo T ® Deny @ hctive
Default A Rule - o o @ Al @ A
efauit Access Rule sonic_test T T T 5 Alow @ Active
any any any
Default Access Rule sonic_test LT D ST 5 Alow 5 Active
any any any
Defaut Access Rul i @ Al @ Acti
developer fault Access Rule sonie.test 0.0.0.0/0 0.0.0.0/0 0.0.0.0/0 o cuve
any any v

{Policy Analysis Screen)

Additionally, searched policies can be exported as CSV files for download.

oty Ust o e [N

487 487 0 az8 s8

s a87 487 0 428
T Freowel Pebcy Lot 48 hcscn ~ )
B e 40 sovc sem W oo - NG RO GF 4 bhewas sl 0 e [ OTCOOMS0MI0 & rogm 3 ot
S vain  Sam darcn T Ak o Crmmios Createn

{Policy List Search and Download Process)

1) Firewall Policy List
Column Name Description

The identification number or name of the firewall policy.

Policy Name . . . .
y It serves as the primary key to distinguish each policy.
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The name of the firewall device to which this policy
Firewall applies. This allows you to determine which device a
policy is applied to.
The source address/network of the traffic. Expressed as

Source
IP, range, any, etc.
Destination The destination address/network of the traffic.

. The service (port/protocol) information for the firewall

Service )
policy.

) Indicates whether the policy will allow or block traffic.

Action ) . . . .
This represents the actual direction of the policy action.
The current operational status of the policy. Example:

Status

Active (applied), Inactive (not applied)
The date this policy was first created. Used to track when
the policy was introduced and manage change history.
The effective end date of the policy. Used to manage
Expiration Date policies that automatically expire after a specific date and
is displayed alongside the D-Day.

Creation Date

2.2.6 Log Analysis
This feature monitors network traffic patterns and security events by analyzing
firewall logs using filters.

& FireoNE 5 e 2 9

Firewall Log Analysis O Refresh
Anal

Ze network traffic logs in real-time

L Dashboard

OrgnlP (commaseparated) | Azdboieubizhe OR02162 ko D feeussbiavibeceiis (@) woan

Destination IP (comma separated)

Ports (comma separated)

N <Log Analysis Screen)

87 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

1) Advanced Filter Area (Left)

Time Range: Select 'Today, Yesterday, Last Week, Last Month, Custom' to
view logs only for that time period.

Action: Automatically displayed based on logs. Checkboxes allow
selection of various event types such as modification, exec, end, fork,
deletion, creation, connection_attempted, disconnect_received, etc. Use
[Select All] to select/deselect all events at once.

Severity: Automatically populated based on the log. You can select the
severity criteria for the log using checkboxes.

Source IP (comma-separated): Filter traffic from specific source ranges by
entering single IPs or subnets, e.g., (192.168.1.1, 10.0.0.0/24).
Destination IP (comma-separated): Example: 8.8.8.8, 192.168.0.0/16.
Specify destination IPs or ranges to view only logs destined for targets of
interest.

Port (comma-separated): Example: Enter one or more port numbers like
80, 443, 22 to view only traffic on those specific ports.

User (comma-separated): Directly enter a username to view logs
generated only by a specific user/device.

Protocol: Automatically displayed based on the log. You can select
supported protocols like TCP or UDP via checkboxes to analyze only the
desired communication protocols.

Log Analysis Chart (Top Center)
Displays the number of events within the selected time range in the "Log
Analysis" area as a bar graph by time period.

Color legends for each operation type (e.g., already_running,
connection_accepted, connection_attempted, creation, deletion,
disconnect_received, modification, start, query, unknown) are displayed
at the top, allowing you to quickly identify which events occurred most
frequently.

Changing the filter conditions on the left updates the chart content
accordingly.

Use the [Refresh] button in the upper right to retrieve the latest logs, and
the [Export] button to download the current query results as a CSV file.

Log Search and Log List (Bottom)
Log Search: Enter keywords, IP addresses, domains, usernames, etc., in

the top search bar to quickly find desired items within the entire log list.
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e Log List:

o ID: A unique identifier distinguishing each collected log event.

o Time: Displays the time the log was recorded.

o Associated Rule: Shows the name of the detection/policy rule that
triggered the event.

o Source: Displays the source IP address and OS/device information (e.g.,
network, Windows, macQS, etc.).

o Destination: Provides the destination IP along with the provider/service
name, region information, etc.

o Port: Displays the port number used for communication (e.g., 80, 443,
995).

o Protocol: Indicates the network protocol information, such as TCP.

o User: Displays the user account or terminal hostname that generated
the traffic.

o Action: Shows the event handling status, such as disconnect_received
or connection_attempted.

o Severity: Displays the risk/importance level, such as info, in a badge
format.

o Details: Clicking the [...] button on the right allows you to view the
action, detailed information, and search for similar logs for the
selected log.

= . 0
P Fireone % e & @&

Firewall Log Analysis .
Analyze network traffic logs in real-time

L Dashboard

today

[H<N<H<J<N<]
=
-
=
-
=
==

uuuuuuuuuuuuuuuuuuuuuu

[H NN NN

Origin IP (comma separated)

Destination IP (comma separated)

Ports (comma separated) ® w2165 o 20.199.148.167
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{When clicking the log analysis detail screen)

Selecting a specific log from the log list opens the log details panel on the right.

P Fireone Logs Detail

Firewall Log Analysis
Lt Dashboard K

o

. 20.19.148.167

'<L'og Details - Overview Screen)

The Overview provides a detailed summary of the selected log and related
statistics based on the last hour on a single screen.

e Basic Log Information

o Log ID: The unique identifier for the log currently being viewed in detail.

o Exact Timestamp: Displays the precise time the event occurred and was
collected, e.g., 2025-12-02 16:46:32.125.

o Observer/Source and Event Category: Key metadata classifying the event,
such as the observer source and event category, is displayed.

o Event Type and Platform Information: Event type, OS/platform, and
process name allow identification of the device and process generating
the event.

o Source/Destination Information: Source IP and port, destination IP and
port, city/country, and carrier/ASN information are displayed together,
enabling identification of both ends of the communication and path
characteristics.

o Communication Characteristics Information: Detailed session
characteristics are visible at a glance through port (e.g., 443), protocol
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(TCP), direction (egress/ingress), transmitted bytes, region, network type
(IPv4/IPv6), and hostname.

Event Result Information: Event action, event result, event type, and
message indicate the processing status and meaning of the log.
Additional Summary Badge: The badge at the top of the screen
summarizes the event action, severity, policy application status, and threat
score (e.g., 10/100).

Related log statistics (last hour)
Displays the total number of traffic events based on the same source IP
address.

Provides the number of connections based on the same destination IP.
Displays the number of occurrences based on the same protocol (e.g.,
TCP 443).

Displays the number of blocked logs (blocked requests) occurring during
the same time period.

— This can be used to determine at a glance whether a specific log is a
one-off occurrence, if the same pattern is repeating, and whether it was
blocked.

Firewall Log Analysis

mmmmmmmmmmmmmmm

Ports (comma separated)

7 <Log Details - Details Screen)
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The Details tab provides more specific information broken down by network

field.
1) Network Details

Source and Destination Information: IP and domain information.

Port and Protocol: The port number used by the session and the protocol
type (e.g., TCP/UDP).

Direction: Indicates the network direction, such as inbound.

Transmitted Bytes: Allows you to check the traffic volume based on the
amount of data transmitted.

Region: Indicates the geographic location where the network activity
originated.

Network Type: TCP/UDP, etc. This section allows detailed identification of
what type of communication a log corresponds to on the actual network.

2) Raw Log (JSON Format)

The original data (JSON) of the collected log is displayed as-is at the
bottom.

Beyond the summary information at the top, you can directly view all
fields necessary for analysis and integration.

If needed, you can copy the JSON using the Copy button and paste it into
external analysis tools or ticket systems.

Logs Detail
Firewall Log Analysis

uuuuuuuuuuuuu

{Log Details - Al An.alysis Screen)

Al Analysis provides professional security log analysis and response guidance
through Breezeway Al.
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2.2.7 Breezeway Diagnostics - Ruleset Management
This feature manages and executes rulesets for security policy checks.

& Fireone R ® S

Ruleset Management O Refresh (O ExecutionHistory | L AnalysisResuts (5 Schedule Registration ( 4 ) [[ERSEECUSTSVL NI
W Dashboard Manage and execute rulesets for security policy checks

Total Rulesets 2] Recent Executions ] Total Alerts A Scheduler Status
Ruleset List
Al Rulesets Fiewallpolcy  Syslog Analysis  Complance Check  Anomaly Detection  Integrated Analysis  Correlation Analysis
Ruleset Info Category Severity Status Schedule Last Run Execution Count AlertCount  Actions
ofisnse
B Syslog Analysis MEDIUM inactive . 43daysago 100 552
B s o ’K’ £l 62
ac o [ O N T » >
u we o o
vy hours
A+ Anomaly Detection HIGH inactive e 44daysago 100 14
© sysiog naisis HoH @ e 2 wdysago 100 563 >
ysig Anay e 22 o500
vy  howrs
A momayoeecion weowm (@) acve feer sz B " > -

1) Top Screen

e Total Rulesets: Displays the number of rulesets registered in the system
and the number of active rulesets among them.

e Recent Executions: Displays the number of times the ruleset was executed
and its success rate during the selected period.

e Total Notifications: Total number of all notifications generated in the last
7 days.

e Scheduler Status: Shows how many rulesets have schedules set by
displaying the number of currently registered scheduled execution tasks.

The following function buttons are located in the upper right corner:
e Create New Ruleset: Registers a new ruleset.
e Refresh: Updates the current status to the latest information.
e Execution History: View the execution records and results of the ruleset.
e Analysis Results: View detected violations and security issues from rule set
execution.
e Schedule Registration: Register a new schedule.
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2) Rule Set List
The rule set list is displayed in the center of the screen. You can view not only all
rule sets but also those related to firewall policies, syslog analysis, compliance

checks, anomaly detection, integrated analysis, and correlation analysis. Details
are as follows.

Column Name Description
The rule set name, brief description, and tags (e.g., syslog,
Rule Set . . . .
. data-exfiltration) are displayed together. This allows you to
Information

qguickly understand the purpose of each rule.
Indicates the analysis category to which the ruleset belongs.
Category Examples: syslog analysis, compliance checks, anomaly
detection, etc.

The risk level assigned when an event detected by the
ruleset occurs. Examples: MEDIUM, HIGH, CRITICAL, etc.
Indicates and allows modification of the rule set's

Status active/inactive status. Scheduled execution and
notifications do not occur when inactive.
Indicates the frequency at which the rule set runs.
Examples: Every hour, Inactive, etc.

Severity

Schedule

Last Run, Run . .
’ Shows the time of the most recent execution, the

Count, ) .
I cumulative number of executions, and the number of
Notification e
notifications generated by that ruleset.
Count
) You can execute, modify, duplicate, or delete a ruleset. You
Actions

can also view its execution history.

3) Create New Rule Set

To register a new rule set, click the [Create New Rule Set] button to open the
pop-up, then enter the following items in order.
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Create New Ruleset

Category *

O Firewall policy

Aggregation method

Number

{New Ruleset Creation Screen)

e Rule Set Name: Enter the name for the new rule set.

e (Category: Select the policy type to which the rule set belongs.

e Description: Briefly enter the purpose, detection conditions, and usage
methods for this rule set. Write it so operators can easily understand the
intent when viewing the rule set in the list.

e Severity: Select the risk level to assign upon detection.

e Execution Schedule: Set the frequency at which the rule set will run.

e Elasticsearch Query: Enter the Elasticsearch DSL query defining the
detection criteria. In this section, define all fields and conditions that
determine what is considered a detection target.

e Time Window: Set the time range used as the basis for detection.

e Threshold: Set the minimum number of occurrences required to
determine detection.

e Aggregation Method: Select the method for aggregating logs.

Then click the [Create Rule Set] button to save the new rule set with the entered
content. The saved rule set will automatically run according to the configured
execution schedule and will be reflected in notifications and diagnostic results
when conditions are met. Clicking the [Cancel] button closes the window
without saving the current input.
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4) Execution History
The Execution History screen displays the execution records for each diagnostic
rule set in chronological order. You can quickly see which rules were executed at
specific points in time, whether they completed successfully, and how many risks
were detected. The top area provides a summary of the total number of
executions, successful/failed counts, average execution time, and the number of
violations and notifications.

e . , ©
& Firsone % e & @
Execution history O Refresh | (O Executionhistory i Analysisresuts | () Schedule registration
Check the ruleset execution history and resuits
Total exe ) >3 success @ [ failure @ ® Average time & [¢] Violations @& Py alarm @ Ay
2164 2164 o] 1.0 second 62470 1279

situation trigger Start time time taken Violations alarm  error
tection (Sysiog) & COMPLETED passivity February 5, 2026, 2:27:30 PM 78ms 0 0
(Syslog) @  COMPLETED passivity February 5, 2026, 2:27:28 PM 74ms 0
ction (Syslog) & COMPLETED passivit y February 5, 2026, 2:27:26 PM 78ms 0
177. Brute Force Attack Detection (Syslog) &  COMPLETED passivit y February 5, 2026, 2:27:24 PM 73ms 0
177, ‘B"“e‘ﬁ”"” Attack Detection (Sysiog) & COMPLETED passivit y February 5, 2026, 2:27:22 PM 74ms 0
-_177. ttack Detection (Syslog) (& COMPLETED passivity ty February 5, 2026, 2:27:20 PM 8Ims
c_177. Brute F?’CE Attack Detection (Syslog) &  COMPLETED passivity February 5, 2026, 2:27:18 PM 73ms
Brute Force Atack Detection (5ysiog) @ cowpierep bty February 5, 2026, 22716 M 7ams
w7, Brute Force Attack Detection (5ysiog) @ comvieren pasiiy | February 52026, 22714 P 7ams
177.. f’ tection (Syslog) & COMPLETED passivity February 5, 2026, 2:27:12 PM 74ms 0
177, rut tection (Syslog) & COMPLETED passivity February 5, 2026, 2:27:10 PM 74ms 0
177. ction (Syslog) @  compLETED passivity February 5, 2026, 2:27:08 PM 75ms 0 0
177.. (Syslog) @ compLETED passivity February 5, 2026, 2:27:06 PM 73ms 0
{Execution History Screen)
e Execution History (50 entries)
Colu ipti
olumn Name Description
Execution ID An identifier distinguishing individual executions.
The name of the executed diagnostic rule. Example: Brute-
Rule Set Name Force Attack Detection, Advanced Port Scanning
I

Detection, etc.
Indicates the execution result. COMPLETED means normal
completion, FAILED means failure due to an error.
Indicates how execution was initiated. Shows whether it

Status

Trigger was manually executed by the user or automatically
executed by a schedule.
Start Time The exact time the diagnostic actually started execution.
The time taken for the diagnostic to complete. This allows
Duration you to check performance and whether there was any

delay.
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The number of violations detected during this run.
The number of notifications sent because risk thresholds
were met.

If the execution failed, a summary of the error cause is
displayed. If completed successfully, it is marked as '-'.

5) Analysis Results
The analysis results section provides an overview of security issues and risks
detected through rule set execution. It summarizes the number of issues by risk
level, new occurrences, and resolved issues. The list below displays detailed
information for each detected event.

& Fireone o @
Analysis results o e o ® &
L Dashboard Check violations and security issues detect leset
Total Results oy W ¢} High risk ~ Resolved @
1284 267 1158 1017
T u < of ana The numi
! of *HIGH"or “CRITICAL
e e

Analysis results (total 1284 cases ) Q Al severi ties All states All categories.
Title / Description Ruleset Category Severity situation Risklevel Violations _ Detection time work
e Force AtackDetecton 359) Bt Force AtackDetecton 57309) & sysoghas & @BD © G0 %00 February’, 2026,227PM [ @ Vi
w ssary Any-Anyrules Whetmer there are any unnecessary ANVANYIUES & Compliance Check 4 HIGH | @ Resoved @ 50 © February 5, 2026, 1200PM  ® Viex
3"? ?:’?"y openrule check O Firewall Policy A HiGH @ Resoved ® 50 ® February 5, 2026, 1200PM | ® Viev

Checkfor duplicate firewal rules O Firewall Policy MEDUM @ Resoved ® 30 @ February 5, 2026, 600AM  ® Viev
vinetner ner re s Wnetnerhere areny umecessary ANANTUES  Conpiancacheck 4 HEH | G Rsoed © 50O February 5, 2026, 600AM [ @ Vie
?‘nercj\ruraupl-caxe(:ie”“»«aw\ s e o dupcate (el s O Firewall Policy MEDIUM &  Resoved @ 30 ® February 5, 2026, 1200 AM @ Viex
pnem Any-Anyules . Whefther there are any unnecessary ANY-AMY IS & Complance Check &\ HIGH | @ | Resolved  © 50 © February 5, 2026, 1200 AM  ® Viex
pinether i SSary ANYCATY Lles. Whefmer here are any unnecessary ANVCATYIWES i compiance Check 44 HGH | @ Resobed @ 50 O February 4,2026,600PM  ® Viex
S‘"ECK' ?h?CK'a'd"p"ca‘e firewallrules O Firewall Policy MEDIUM  (§ Resoved O 30 ® February 4,2026,6:00PM  ® Viev
pinesher there are any umecessary Any-Anyrules whetner there are VANYADIUES & Compliance Check 4 HIGH (& Resoved © 50 © February 4, 2026, 1200PM  © Vies

<Ana|y5|s Results Screen)

e Analysis Results (Total Count)

Column Name

Description

Title / Description

Rule Set

Category

Severity

The title and brief description of the detected event. This
allows you to quickly understand what type of abnormal
behavior occurred.

The name of the ruleset that detected this event.
The category to which the rule set belongs. Types are
distinguished as anomaly_detection, policy_violation, etc.
The risk level of the event. Displayed as LOW / MEDIUM /
HIGH / CRITICAL.

97 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

The current processing status of this issue. Examples:

Status Resolved, New, etc.
Risk Level The risk score assigned to the detected event. A higher
score indicates greater security impact.
o The actual number of detected events or related
Violations

sessions/log entries.
Detection Time The actual time when the security event was detected.
This button allows you to view the details of the detected

Action . ) )
event. Clicking it takes you to the detailed analysis screen.

2.2.8 Breezeway Diagnostics - Compliance Analysis

The compliance analysis screen monitors how well firewall policies adhere to
internal regulations and security guidelines via a dashboard and table format.

1) Overview: Provides summary metrics such as total policy count, violation
count, firewall count, and violation rate.

- }
Prwowe s @ s
C li Analysi
o &t Overview B Policy Analysis O Fire.ONE Compliance & Ruleset-based Compliance
Total Policies o Total Violations A Firewal s & Violation Rate e
487 85 6 17.45 %
Top 5 Firewalls by Violations Top 5 Policies by Violations Top 5 Compliances by Violations
S woomcore [l ek crptocn
sssss N e | R —
EEEEE
{Compliance Analysis - Overview Screen)>
S
Item Description
The number of firewall policies currently subject to
Total Policies compliance inspection. (Includes violations and normal
policies)
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The number of policies found to be non-compliant during
the inspection. (Displays both the number of non-

Total Violations . . L
compliant policies and the average number of violations

per policy)
Number of The number of firewall devices included in the
Firewalls compliance inspection.
The percentage of policies determined to be in violation
Violation rate out of all policies. This intuitively shows the compliance

level of the current environment.

Additionally, a Top 5 panel is provided to identify items with concentrated
violations.
e Top 5 Violations by Firewall: Displays firewall devices in order of
highest violation counts.
e Top 5 Violations by Policy: Displays policies that are frequently violated
at the top.
e Top 5 Violations by Compliance: Allows you to see which compliance
regulations (items) are frequently violated.

2) Policy Analysis: The Policy Analysis tab allows you to review compliance
results for each individual policy actually applied to the firewall.

& FireloNe % & S
. Compliance Analysis C Refresh
W Dashboard Monitor and manage compliance status for various regulatory frameworks

L Overview B Policy Analysis O Fire.ONE Compliance & Ruleset-based Compliance

Firewall Policy Compliance Analysis Q

Action  Status  Violated Policy

10182102

Fo-s0E Testestst Ineststst I “ T o
sssssssss s Rule 2 o O CD o
KPS Vonaenert G QY o
AONarspement TP Narseen v ) orma
- L ertcer? ssuen o

O &
Detau Access ke o o [aion

ssssssssss

ssssssssss

ssssssssss

ssssssssss

y Analysis Screen)

sssss test Del Default Access Rule

V <Comp|iance - Polic

® Firewall Policy Compliance Analysis
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Column L
Description

Name
Firewall The name of the firewall device to which this policy is applied.
Policy ID The policy identification number used by the firewall.

Polic . .

y The name or alias of the policy.
Name
Source The source address/network configured in the policy. Displayed as

IP, range, any, etc.
Destination The destination address/network configured in the policy.
Information about the services (ports/protocols) that the policy

Service allows or blocks. Example: HTTPS, TCP/8193-8194, etc.
Action The setting value determining whether the policy allows or blocks
the corresponding traffic.

Status The operational status of the policy. Example: Active, Inactive.
Violation The determination of whether this policy is compliant or non-

Policy compliant based on the compliance check result.
Reason for | A summary explanation of which rule was violated and how, if
Violation the policy was determined to be in violation.

L. This area allows you to add additional notes about the policy if

Description needed.

3) Fire.ONE Compliance: The Fire. ONE Compliance tab displays a list of
compliance policies defined within the system and the characteristics of
each policy.
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— o ©
& Fireone R e &5 &

[SRE N O Run Check

Compliance Analysis
Monitor and manage compliance status for various reguiatory frameworks

L Dashboard

O Fire.ONE Compliance &% Ruleset-based Compliance

Fire.ONE Compliance Policies

Policy Name Category Risklevel  Threatlevel  Status Description Conditi Created At
10 [ Fire.one ] compliance medium low CD  Nodescription e December 22, 2025
om XD compionce medium low No description December 22, 2025

: [G=o5) w i) p s , 2025
1011115 compliance medium low No description December 22, 2025
10111,25 [ Fire.one ] mpl [ rign low CD  Nodescription December 22, 2025
1013.1014_Comp [ Fire.one ] mpli medium low test_commen t December 22, 2025
1015 [ Fire.one ] mpli o fow €D  odescription December 22, 2025
1025 compiiance [ fow No description December 22, 2025
m [ Fire.one ] compiiance medium fow No description December 22, 2025
s compiiance o fow No description December 22, 2025
.25 compiiance medium fow No description December 22, 2025
15 compliance medium Tow No description December 22, 2025
2 P rireone ) i = ow CD  rocescrpion oTop December 22, 2025
comp [ Fire.one ] mpl medium low D coes ith December 22, 2025
Development Period: 3 Months Preeon: JRREE T T o No description December 22, 2025
JIRA_Check_Privacy_02/ [ Fire.one medium low CD rivacyoe December 22, 2025
PO compliance medium low testPl S destination address 2222 December 22, 2025

{Compliance Analysis - Fire.ONE Compliance Screen)

e Fire.ONE Compliance Policy
Column

Description
Name

This is the name of the compliance policy. Example: Cannot
apply for over 1 year, destination ANY, etc.
Indicates the policy group or source to which the policy belongs.
(e.g., FPMS)
Classification information for the policy. Example: compliance,
compliance_check, etc.

The default risk level assigned when this compliance is violated.
The threat severity level applied when an actual violation occurs.
(Typically set to match the risk level)

Indicates whether the policy is active or inactive. Only active

Policy Name

Source

Category
Risk Level

Threat Level

Status policies are used for compliance checks.
Description Text describing what the item checks.
The detailed conditions the policy uses for checks. Examples:
Conditions | Based on expiration date, include/exclude specific objects, port
conditions, etc.
Creation The date the compliance policy was registered in the system.
Date (May be marked as N/A)
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4) Rule Set-Based Compliance: The Rule Set-Based Compliance tab displays
the results of policy checks performed using inspection items provided by
external/recommended rule sets (e.g., Breezeway).

& FireloNe : @ S
Compliance Analysis o Refresh m
& Dashboard Monitor and manage compliance status for various regulatory frameworks

i Overview ® Policy Analysis O Fire.ONE Compliance & Ruleset-based Compliance

Ruleset-based Compliance Policies Q

Policy Name Source Created At

eeeeeeeee

{Compliance Analysis - Rule Set-Based Compliance Screen)

® Rule Set-Based Compliance Policy
Column

Description
Name

The name of the compliance check item defined in the ruleset.
Policy Name Example: Whether expired rules remain active, presence of a
default deny policy, etc.
The source of the ruleset providing this check item. Example:

Source
Breezeway.
The classification to which the check item belongs. Example:
Category .
compliance_check.
) The default risk level assigned when this item is violated.
Risk Level

Example: medium, high, critical.

The threat severity applied when the violation actually occurs.
Typically displayed the same as the risk level.
Indicates whether the check item is enabled. Only active items
are included in the actual inspection.

Description Text describing what the item checks.

Threat Level

Status
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Creation The date the check item was registered. (May display as N/A for
Date external rulesets.)

2.2.9 Breezeway Diagnostics - Threat Intelligence

The Threat Intelligence screen manages threat indicators (primarily IP addresses)
collected from external and internal sources and analyzes threat IP detection
status by matching them with actual traffic logs.

1) Overview: This screen provides a quick overview of the threat indicators
currently held by the system and their detection status.

& FirsoNe % e & O

Threat Int
T

ence (Bl O Anayze
ent and IP address nalys

Overview Threat Indicator List  Analysis Result

Total Threat Indicators Total Detections High-Risk Indicators Number of Sources

6,670 20 20 1
HighiCritcal Urique Source

Top 5 Threat Types Top 5 by Source Top 5 Latest Threat Indicators

Rank Threat Type Count Rank Source Count Rank 1P Address Severity

1 blacklist 20 1 breezeway y-blacklist 20 1 1.22.168.193 m

2 1.24.229.206 o

3 1.70.98.242 m

4 1.170.128.246 o

s 1.203.77.225 [ion )

{Threat Intelligence - Overview Screen)
Item Description
Total Threat The total number of threat indicators currently

Indicators registered in the system. (Based on IP addresses)

The number of threat detection events matched with
threat indicators based on traffic log analysis.

The number of threat indicators with a severity level of
Critical or High among the registered indicators.
The number of sources (unigue sources) providing
threat indicators.

Total Detection Count

High-Risk Indicators

Number of sources
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Below is the Top 5 panel showing the distribution of threat indicators.
e Top 5 Threat Types
o Displays the top 5 threat types by count, such as malware, C2 servers,
spam, and scanning IPs.
o You can determine which types of threats were collected most
frequently.
e Top 5 by Source
o This displays the top 5 sources with the highest number of collected
threat indicators (Feed Source).
o You can see which sources are contributing the most threat
information.
e Top 5 New Threat Indicators
o Displays recently added threat indicators along with their IP addresses
and severity levels.
o Quickly identify newly added high-risk IPs and incorporate them into
separate monitoring.

2) Threat Indicator List: View all threat indicators registered in the system in
a tabular format.

& Fireone R ®
Threat Intelligence o m
Lt Dashboard Threat indicator management and IP address matching analysis
Overview ThreatIndicator List  Analysis Result
Total 6,670
Threat Indicator Threat Category Severity source LastDetection  Actions
1.22.168.193 © Plackist G beczeway-blackist .10,
@D vreezeway-black
Blacklisted IP from Breezeway threat blackiist) (thre: 1
AR © placklst [ion ) breezeway-biscist 251110 Cony
2 25
Blackiisted IP from Breezeway threat blackist threat-intel + 1
1.70.98.242 © blacklist @ | vreezewa y-blacklist 25.11.10.
Blacklisted IP from Breezeway threat intelligence bia 1
1.170.128.246 © blacklist Phin = prrr PR, Cony
eeeeeee y-blackit 25
Blackiisted IP from Breezeway threat intelligence blacktt) (thre 1
1.203.77.225 © blacklist [ ion )
breezeway y-blackist 25.11.10. Copy
Blackiisted IP from Breezeway threat intelligence
5.37.223.37 © Placklist e peczewa y-blacklist 25.11.10. Cop
[ rion ) -blacki 5 y
Blackiisted IP from Breezeway threat intelligence blacktst) (Bweat-inted) (3 1
CEieZ) © blac [ hicn ) b blackist .10 Copy
eeeeeee y-blackiit 25
Blackiisted IP from Breezeway threat Intelligency blac
14.45.114.192 blac
ooty oo @  vecrevarviackist 25,1110,
o202 placklst [ ion ) breezeway-bisckist 251110, Cory
2 25
Blacklisted IP vay threa gence blackist threat-intel + 1
LEnED) © plackist ion ¥ broszoway-bncklst 25110 Cony
Blackiisted IP from Breezeway threat intelligence blacktst) (Bwsat-intel) (3 1 o
Llez2) @ lackist @ oecrovarsiocuis 5110 cony
-blacki 25
Blackiisted IP from Breezewav threat intelligence blacktst) (@wreat-inted) (+ 1

{Threat Intélligence - Threat Indicator List Screen)

e Table Details
Column Name Description
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IP addresses or domains classified as threats. Each row
in the list represents one indicator.
Indicates the type of threat associated with the
indicator. Example: Blacklist
Severity The risk level assigned to the indicator.
The information source (Threat Feed) that provided the

Threat Indicator

Threat Classification

Source threat indicator. Example: breezeway-blacklist
The time when the indicator was last detected in actual
Last Detected traffic. This allows you to check if there has been recent
activity.
This button area allows you to copy the indicator value
) or perform actions for future expansion, such as linking
Actions

to detailed views or blocking policies. (Currently
provides 'Copy' functionality)

3) Analysis Results: Clicking the [Analyze] button summarizes the results
matched with the threat indicator after analyzing actual logs.

0

& Fireone

plete: 0 threat IPs detected (Total

Threat Intelligence
Threat indicator management and IP address matching analysis
Overview Threat Indicator List  Analysis Result
Analyzed Logs ® Detected Threat IPs ® Total Matches ® High Confidence Threats @
51,654 0 0 0
2 1P Addr 2 '

Matched Threat IP List
026. 2:32:42 ~ 2026.2.5. 2% 2:32:42

{Threat Intelligence - Analysis Results Screen)

e Details

Item Description
Total number of logs used for threat intelligence
analysis. All firewall logs within the specified time

Analyzed Logs
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range are analyzed and matched against threat
indicators.

The number of unique threat IP addresses found in
the logs. This indicates instances where malicious IP
addresses registered in the threat intelligence
database were detected in actual traffic logs.
The total number of times threat IP addresses
matched in the logs. If a single threat IP is found in
multiple logs, all instances are counted and
displayed.

The number of threat IPs with a confidence level
High-severity threats set to "high" or "critical." High-confidence threats

may require immediate security action.
List of matched threat The list of matched threat IPs is displayed, along
IPs with the analysis period.

Detected Threat IPs

Total Match Count

2.2.10 Breezeway Diagnostics - Anomaly Detection
The Anomaly Detection screen provides real-time detection and statistical analysis
of abnormal behavior (anomalies) based on syslog and traffic data.

ActveRuesss @ Towexecwons A DetectionCount

19 [ 2164 62470

Anomaly Detection Time Series Analysis

4,008 100.00% lastzahous

nnnnnnnnnnnn

Severty Executon count Detecton Count

nnnnnnnnnnnnn

mmmmmmm

{Anomaly Detection Screen)>

e Top Items
Item Description
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The total number of registered anomaly detection
Total Ruleset rulesets. This indicates the number of detection rules
currently available in the system.
The number of rule sets that are currently active and
Active Rulesets being used for actual detection. Only active rules are
reflected in anomaly analysis.
The cumulative number of executions for all anomaly
Total Executions detection rulesets. This indicates how frequently analysis
has been performed.
The total number of events detected as abnormal
Detection Count | behavior. This provides an at-a-glance view of the scale of
anomalies in the current environment.

Click the [Start Anomaly Detection Analysis] button in the upper-right corner to
perform anomaly detection analysis on the latest logs based on the configured
ruleset. The [Refresh] button reloads the results.

The graph area displays the number of anomaly detections by time period.

e Anomaly Detection Count: Total number of anomalies detected during
the selected period

e Anomaly Detection Rate: Percentage of anomaly events relative to total
events

e Analysis Period: The time range currently represented by the graph (e.g.,
last 24 hours)

e The bar graph allows you to intuitively see which time periods show
concentrated anomaly activity.

e You can change the analysis period using the dropdown on the right
(e.g., "Last 24 Hours").

Below the graph, a Top 5 panel summarizes abnormal behavior from various
perspectives.

Panel Name Description
Displays the top 5 user accounts with the most
Top 5 Users with anomaly detections. You can view the number of
Abnormal Activity detections per user, helping to identify accounts

suspected of misuse or compromise.
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Top 5 source IPs with the highest number of anomaly

Top 5 Source IPs detections. This helps identify where abnormal

activity primarily originates.
The top 5 destination IPs where the abnormal activity

Top 5 Destination IPs is directed. Use this to identify where the abnormal

activity is heading.
This shows which anomaly detection rule sets

Top 5 Detections by triggered the most detections. By reviewing the rule

Rule

Top 5 by Country

Top 5 by Application

names and detection counts, you can distinguish
specific types of abnormal activity.

Displays the top 5 countries associated with IPs
involved in anomaly detections. This enables
monitoring of abnormal traffic from overseas or
specific countries.

The top 5 applications (processes/programs) where
most anomaly detections occurred. Examples:
chrome.exe, EXCEL.EXE, etc. You can identify which
applications are exhibiting abnormal behavior.

Below, the list of anomaly detection rulesets currently in use on the system is
displayed in a table format.
e Anomaly Detection Ruleset List

Column
Name

Description

Rule Set
Name

Severity

Status

Execution
Count

Detection
Count

Displays the name and brief description of the anomaly
detection rule set.
The risk level assigned when this rule set detects an anomaly.
(medium, high, critical)

The active/inactive status of the rule set. It is used for detection
analysis only when active; switching it to inactive prevents it
from generating events.

The number of times this rule set has performed analysis. This
allows you to understand the schedule cycle and actual
execution history.

The number of anomaly detection events generated by the rule
set. This can be used as a criterion to distinguish between rules
with high detection efficiency and those requiring tuning.
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2.2.11 Security Report
The Security Report screen generates weekly/monthly security status reports
based on results collected and analyzed by Fire. ONE, and manages templates and
schedules.
The top section always displays the following four items:

ltem Description

The number of report templates currently set to be
automatically issued according to the schedule.
Issued This The number of reports generated this week. Includes both
Week manual and scheduled issuances.
The average security score of reports generated over the last
30 days. This helps track the overall security level trend of

Active Reports

Average Security

Score L
your organization.
Uncomin This shows the schedule for reports set to be automatically
P g published in the future. If no reports are scheduled, it
Reports

displays "None Scheduled".

1) Issuance History
The Issue History tab displays a list of all security reports generated to date.

& Fireone R ® S
i + Create New Report

L Dashboard Generate and manage comprehensive security analysis reports
[ a

Active Reports Issued This Week Average Security Score Next Report Total Issued Success Rate

4 0 97 - 0 0%

History Template Schedule
History o Refresh
v All Status

Status Report Name Analysis Type Issuance Time ~ Security Score Issues Duration  Action

X compieted JISLE 100 28 second @
@ @ZEEED  weekiy security Status Report 878 3 s o
D - 87.8 t J 6 seconds o
v D -~ 100 Total 18706 issues 32 seconds o
o a 87.8  Towsziwes lsecond B
U Ruleset Analysis Anomaly D
X compietca JES 100 Total 01 6 secon ds ]
o D) 2 Compliance Analysis B 100 Total O 1second @
¢ CIEED 1o © Threat iteligence - 100 Towoissies  3Bseconds B

{Security Report - Issue History Screen)
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You can view the total number of reports issued, success rate, average security

score, and trends at a glance, and also check detailed issuance history for each
report.

Below is an explanation of the issuance history.

® You can search by report name in the top search bar.

® Use the [Refresh] button to reload the latest issuance history.
® [ssuance History

Column Name Description

The result status of the report generation task. Examples:
Completed, Failed, In Progress, etc.
The report title specified by the user. Example: Weekly
Security Status Report.
The analysis areas that compose the report. Example:
Multiple types such as Compliance Analysis, Threat
Intelligence, and Anomaly Detection may be displayed
together.
Displays both the exact time the report was generated and a
relative time in the format "n minutes ago".
The overall security score calculated for this report. It
Security Score represents a combined assessment of multiple analysis
results on a scale of 0 to 100 points.
The total number of security issues (alerts, violations, etc.)
aggregated in the report.
The time taken to generate the report. It displays the total
Time Taken time required for data collection, analysis, and report
rendering in seconds.
This area displays icons for subsequent actions, such as
deleting reports. (e.g., trash can icon)

Status

Report Name

Analysis Type

Issuance Time

Issues

Actions

2) Template Management

The Template Management screen allows you to modify, activate, deactivate, or
delete created reports and templates.
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o : ®
& Fireone R ® S
o Security Reports + Create New Report

L Dashboard Generate and manage comprehensive security analysis reports
o)

Active Reports Jssued Ths Week Average Securty Score Next Report Totallssued Success Rate

4 V] 97 V] 0%

ot e
History Template Schedule
Template +  Add Template
Q ¥ AllReports

No report templates

Create a new report template to aut

+ Create First Template

ally generate reports on schedule

{Security Report - Template Management Screen)

3) Schedule Management
The Schedule Management tab is the screen for managing scheduled tasks that
automatically generate security reports.

&P Firsone R ® S
X Security Reports + Create New Report

4 Dashboard Generate and manage comprehensive security analysis reports
C

Active Reports Issued Ths Week Average securty Score Next Report Totallssued Success Rate

4 () 97 - o 0%

Scneduied Reports enerted Rep Lot 30-day average —— Repors 10 Compet

History Template Schedule
Schedule
Manage scheduld report schedues
N led report:
o e

{Security Report - Schedule Management Screen)

4) Create New Report
Security reports proceed through a total of 4 steps.
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® Step 1: Set Basic Information

Create a new report
Configure settings to generate security analysis reports.

® 8

Basic information
Report Name

Example: Weekly Security Status Report
explanation

Please briefly explain the purpose and contents of this report.

{Basic Information Setup Screen)

o Report Name: Enter the report title. Example: Weekly Security
Status Report, Monthly Compliance Report, etc.

o Description: Briefly describe the report's purpose and content.
Example: "Summary of Security Issues and Risk Levels Detected in
the Past Week"

o Click the [Next] button to proceed to the analysis item selection
stage.

® Step 2: Select Analysis Items
o Select the analysis areas to include in the report. (Maximum of 4)
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Create a new report
Configure settings to generate security analysis reports.

o e
Select analysis items

Select the analysis items to include in the report.

Analysisitems  explanation

Ruleset Analysis

Compliance
Analysis

Threat Known Threats and loC Matching
Intelligence Analysis

Anomaly Analysis of abnormal behavior detection
detection resuits

Selected items: 0/ 4

pefore

<{Analysis Item Selection Screen)

o Toolset Analysis: Analysis of SIEM rule set execution results and
detection patterns

o Compliance Analysis: Analysis of compliance status and
improvement points

o Threat Intelligence: Analysis of external threat intelligence and 10C
matching

o Anomaly Detection: Summary of anomaly behavior detection
results

o Check the required items and click [Next].

® Step 3: Schedule Settings
Determine when and how often to generate the report.
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Create a new report
Configure settings to generate security analysis reports.

Set a schedule

Publication cycle

® One-time (immediate issuance)

everyday
each week

Every month

{Schedule Settings Screen)

o lIssuance Frequency (One-time, Daily, Weekly, Monthly)

o Reports will be automatically generated and published according
to the selected cycle.

o After completing the settings, click [Next] to proceed to the
output format step.

® Step 4: Select and Generate Output Format
Determine the format in which you will use the report results.
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Create a new report
Configure settings to generate security analysis reports.

e

Output format

<{Output Format Selection and Creation Screen)

Dashboard: View in real-time on the web dashboard

PDF Report: Generate as a downloadable PDF file

Email Delivery: Automatically send reports to specified email addresses
Additional Option: Save as Template Only (Saves report settings as a
template without immediate issuance)

o After selecting all items, clicking the [Generate Report] button creates the
security report and schedules it based on the configured conditions.

o O O O

5) Generated Security Report
The generated security report is issued based on the analysis items selected by
the user and the schedule. The example below shows the security report issued
when all analysis items are selected.

e Overall Summary
Displays an overall summary of the generated security report.
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& Fireone 2 o © &
. Weekly Security Status Report & Download PDF

Overall Summary y O Compliance Analysis & Anomaly Detection @ Threat inteligence L Ruleset Analysis
Overall Security Score o Critical Issues a Total Violations ! Processed Records B

878

Excele

8075 0

Results by Analysis Type

Compliance Analysis ¢} Anomaly Detection a Threat Intelligence

31 4022 0
Detect fetected Match

Ruleset Analysis

4022
Ruleset vioations

{Generated Security Report - Overall Summary Screen>

o Overall Security Score: The comprehensive security score calculated by
combining all analysis items. It is determined by synthesizing results from
compliance analysis, anomaly detection, threat intelligence, rule set
analysis, and more. A higher score indicates a better security posture.

o Critical Issues: The number of security issues with a severity level of
"CRITICAL." These issues require immediate investigation and action, as
they can pose a serious threat to system security.

o Total Violations: The total number of violations detected across all analysis
items. A single policy may have multiple violations, and this includes all
analysis results from compliance analysis, anomaly detection, threat
intelligence, and ruleset analysis.

o Processed Records: The total number of records used in the analysis when
generating the report. This represents the count of all analyzed data,
including firewall policies, log data, and network traffic.

o Results by Analysis Item: Shows results for the selected analysis items
(currently all selected: compliance analysis, anomaly detection, threat
intelligence, ruleset analysis).

e Compliance Analysis
Displays detailed compliance analysis information for the generated report.

116 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

& Fireone R ® S
T . Weekly Security Status Report
Overall Summary y O Compliance Analysis 4\ Anomaly Detection @ Threat Intelligence i Ruleset Analysis

O Compliance Analysis

Compliance Score Total Policies itical Issues Total Violations ©
87.8 172 V] 31
Violations by Firewall
Firewall Total Policies Compliant Policies Violated Policies Compliance Rate
FGTB0D4Q16009290 ® =
AnnLabi s -5
BlueMaxt I —
ax test3 39 — o
rrrrrrrr 3 2
— o
5 -—
2 -_—
7 -_—
-—

Policy Compliance Violation Matrix (Top 50 of 21 total violated policies)

Policy ID Policy Name Firewal il 10 1011 m Whether there are any unneces
5 S Forsanaaneonsase © © I
2 raoaucsnizesse0nn Forsapaatsonsase ® ® ©
R2024001175538005 FGT6004016009290 @ ® I
Vlaien ation

{Generated Security Report - Compliance Analysis Screen)

o Compliance Score: The compliance score calculated based on the entire
firewall policy. It is displayed as a value between 0 and 100, where 100
indicates that all policies fully comply with the standards.

o Total Policies: The total number of firewall policies analyzed in this report.

o Critical Issues: Represents the number of compliance violation policies
classified as 'Critical' according to internal standards.

o Total Violations: Total number of violations; one policy may have multiple
violations.

o Violations per Firewall: Shows the compliance status of policies per each
firewall device.

e Anomaly Detection
Displays anomaly detection details for the generated report.
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o o @ Threatintel W R

5 Anomaly Detection Analysis

Total Detections Active Rulesets High Severity Average Detections per Ruleset
4022 10 (] 402

Detections by Ruleset

{Generated Security Report - Anomaly Detection Screen)

Anomaly Detection Analysis: Shows total detections, active rulesets,
severity score (0 ~ 100), and detections per ruleset.

Detection Status by Ruleset: Shows the severity level, number of
detections, and last detection time for each ruleset.

Top 5 Detailed Analysis: Shows the top 5 distributions by abnormal user
behavior, source IP, destination IP, rule-based detection, country, and
application.

Threat Intelligence

Displays threat intelligence information for the generated report.

118 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0
P Firsone R o O &
B Dectooa . Weekly Securjty Status Report

Overall Summary y O Compliance Analysis & Anomaly Detection @ Threat Inteligence L Ruleset Analysis

£\ Threat Intelligence Summary

Total Threat Indicators High-Risk Threats Blocked Allowed

6670 0 0 0

Threat Feed Statistics

Feed Name Threat Count Blocked ~ Severity

breezeway-blackiist 6670 o €D

Threat Source Statistics

{Generated Security Report - Threat Intelligence Screen)

o Threat Intelligence Summary: Provides summary information on total
threat indicators, high-risk threats, blocked incidents, and allowed
incidents.

o Threat Feed Statistics: Displays the number of threats, blocked incidents,
and severity level per threat feed.

o Threat Source Statistics: Provides statistical information by threat source.

e Rule Set Analysis
Displays the ruleset analysis for the generated report.
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o o O
& Fireone R o @ &
B Dectooa . Weekly Security Status Report P m—

Overall Summary y O Compliance Analysis & Anomaly Detection @ Threat inteligence UL Ruleset Analysis

L Ruleset Analysis Summary

Total Rulesets Execution Col Tot s Average Execution

10 4022 4022 339.51s

Execution Statistics by Ruleset

Ruleset Name Category Execution Count  Violation Count Average Execution Time ~ Last Execution

Detecting Suspicious DDOS Activity analysis 2000 200 826005 November 24, 2025, 3:41:10 PM
Abnormally long sessions | analysis 2000 200 868005 November 24, 2025, 3:41:17 PM
Physically impossible location change | analysis 5 29460 24, 2025, 5:00:02 P\
Brute force attack detection analysis 3 17567 24,2025, 4 PM
Advanced port scanning detection analysis 3 250.00 ber 24, 2025, 4:00:01 PM
Multi-country access detection analysis 3 182.33 24,2025, 4:00:01 PM
Bukdataaccess detection ~ anaysis 2 235.00 24,2025, 3:41:06 PM
Detecting suspected dataleaks ~ analysis 2 212.00 24,2025, 3:41:07 PM
Geographic anomaly detection analysis 2 17700 24, 2025, 3:4119 PM
High-risk country access detection analysis 2 17450 ber 24, 2025, 3:41:14 PM

{Generated Security Report - Ruleset Analysis Screen)

o Ruleset Analysis Summary: Provides the total number of rulesets,
execution count, total violation count, and average execution time.

o Rule Set Execution Statistics: Displays category, execution count, violation
count, average execution time, and last execution time per rule set.

For any generated security report, you can generate a PDF file for the current
screen by clicking the [PDF Download] button in the upper right corner of all
screens.
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P Fireone o &8

& Download PDF

. Weekly Security Status Report
Created: November 24, 2025, 515115 P

Overall Summary e o o — o =
%) 2026-02-05.pdf
= oswe.ua

Overall Security Scol Overall Summary

O Compliance Analysis & Anomaly Detection @ Threat Inteligence W Ruleset Analysis

HMciees g

Overall Security Score [} Critical Issues a Total Violations Processed Records B

878

87.8 8075

ury stau

Results by Analysis

Compiance Analysis Results by Analysis Type

Anomaly Detection

31 Compliance Analysis Threat Itelligence a

Ruleset Analysis

4022

31 4022 o

Ruleset Analysis

Ruleset violaton

4022

@y developer

{Generated Security Report - PDF Download Screen)

2.2.12 Profile
This feature allows you to check system user information and log them out.

& Fireone
Li  Dashboard

O Firewall

Firewall List

Profile
developer
Seveloper
S Security Reports er i dev-user
Name developer
Developer
Logout

developer
dog

{Profile Screen)>

® Details

ltem Description
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Displays the user's profile icon and name (e.g.,

Profile Icon / Name
Developer).

User ID The account ID used for login. Example: dev-user.
Name The user name registered in the system.
The permission role assigned to the account. Example:
Role Developer, Administrator, etc. Accessible menus and

features vary depending on the role.

You can log out of your account by clicking the Logout button.

2.2.13 Other Features
On the diagnostic platform, you can view recent notifications by clicking the
notification icon in the upper right corner.
e Notification Content
o Notification Title: e.g., Detected abnormal traffic volume, Detected brute-
force attack, etc.
o Summary Message: Displays a summary of the notification's content.
o Occurrence Time: Displays the time the notification was generated.
o Clicking the [Mark All as Read] button allows you to mark all displayed
notifications as read at once.

&P Firsone
Security Dashboard
Monitor and manage all secur nt dashboar
Security Events Threat Detection Ruleset Violation Events
) security events detected in the last 24 0 potentia threats detected i the last 24 hours 25 ruleset violat
Critical : 0 Warning : 0 Info : 0 Critical: 0 Medium: 0 ( Total: 0 Critical: O High: 22 Medium: 3 Low: 0
Traffic Summary  Totl: 8,266,735 Allowed: 0% Blocked: 0%

Traffic Detail Analysis . Firewall Status Analysis Rulese!
&
Detailed T y Fir e s Cache Oversl
Recent Ruleset Execution © Realtime
Registered Firewals o [ = .
9 0 aa7 ® 0205 Brute Force AtackDetection
" (Syslog)
ors3un
jCorpiance o ] D 2 ® o Brute Force Attack Detection B
20 8 o a o complete 74ms
14:2 (Syslog)
Execution D : vkcighip
Service Objects. Address Objects ® Brute Force Attack Detection o

o =4 Ko & 4 (syslog)
npa0ki

{Notification Screen)
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Clicking the SSNC icon to the right of the notification icon opens the My Account
menu, where you can go directly to the profile screen or log out.
o

&P FireloNe o o I

Security Dashboard et ceveloper
fonitor and manage all security status at with the integrate ity monito managen S Developer

profile

Security Events Threat Detection Ruleset Violation Events Overall Security Score

o o 25 200

Overall Security Level

Logout

Traffic Summary al: 8,266,735 Allowed : 0% Blocked : 0 %

Traffic Detail Analysis Firewall Status Analysis Ruleset Integration Status
Detailed Traffic Status by Firewall o Firewall AP Status & Cache Data Overvie: Overall System Check & Compiiance Status

Recent Ruleset Execution © Reattime
Registered Firewalls ~_ FirewallPolicies
) 487 B ® Brute Force Attack Detection
(Syslog)
D Tors3uhe

5. Brute Force Attack Detection
(Syslog)
Keiahi

- Brute Force Attack Detection
o 0 1427 (Syslog)
Execution D : Mpakl

Object Groups

R ctive Rul
75ms 100% 4/35

Upcoming Inspections © Scheduled

<My Account Menu Screen)

2.2.14 Diagnostic Platform Configuration Procedure

This section describes the process of configuring the diagnostic platform to
analyze data stored in the security log collector.

The security log collector is configured based on Elasticsearch, with a Fleet Server
additionally configured to collect various security data. Kibana is the tool used to
visualize the collected data and is configured separately from the diagnostic
platform.

1) Elasticsearch Installation and Initial Configuration
Install Elasticsearch, which serves as the security log storage and search engine,
and apply initial security, cluster, and storage settings.
% The configuration steps for Elasticsearch, Kibana, Fleet, and the firewall
collector are all part of the security log collection configuration phase.

2) Kibana Installation and Initial Configuration
Install Kibana for visualizing and managing Elasticsearch data, and configure
dashboards, public keys, and authentication.

3) Fleet Installation and Initial Setup
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Configure Fleet Server to set up agent management, enabling centralized batch
management of logs incoming from each firewall device or agent.

4) Firewall Collector Configuration
Configure collectors to gather logs from each firewall device and integrate
transmission formats, protocols, log types, etc.

5) Security Log Diagnostic Platform Configuration
Configure the Fire.ONE Log Diagnostic Platform, which performs anomaly
detection, policy diagnostics, and risk analysis based on collected logs.

6) Fire.ONE API Integration Setup
Register APl communication settings and authentication information to integrate
firewall policy information, user information, device lists, etc., from the Fire. ONE
API.
% The Fire. ONE API is used for firewall policy reference purposes.

7) Data Integration Settings
Synchronize data between the security log collection platform and Fire. ONE to
enable its use for policy diagnostics, traffic analysis, and anomaly detection.
% This step involves setting the existing security log collection platform as the
integration target.

2.2.15 User Perspective Flowchart
1) Login & View Overall Status
e Check the weekly security score and presence of critical issues on the
dashboard.
e Check system status in Fire.ONE System Status, including API
connections, number of firewalls, number of policies, etc.

2) Anomaly Detection / Threat Detection
e In Log Analysis, investigate specific IP, user, or service traffic.
e In Breezeway Rule Set Management, run diagnostic rule sets and identify
violations.
e Review external threat matching results (IPs, domains, etc.) from threat
intelligence/analysis.
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e Review anomaly behavior statistics (Top 5 users, IPs, countries, apps)
based on anomaly detection/analysis results.

e Perform advanced anomaly detection and model analysis using ML
analysis when necessary.

3) Compliance & Policy Improvement
e |dentify compliance rates and violation policies by framework in
compliance analysis.
e Search for problematic firewall policies and download lists.

4) Result Summary & Reporting
e Review issuance history in security reports.
e You can view weekly/monthly security status reports.
e Internal reporting is possible via PDF download or email dispatch.

5) Post-Incident Tracking & Account Management
e Track administrator/user activity logs and risky behaviors in the audit log.
e View account information and log out from the profile.

2.3 Limitations and Performance

2.3.1 Limitations

This product provides a file registration feature for blacklist and compliance
purposes when required. The supported file extension for upload is " .xIsx".

This product provides a function to upload supporting documentation for firewall
policy requests. At this time, a maximum of 5 files can be uploaded, each within
500MB (), allowing for a total upload size of 2.5GB. There are no file extension
restrictions for supporting documentation files.

Other data formats exchangeable between different products include Syslog,
HTTP, Rest API, SMTP, Webhook, TLS, JSON, CSV, YAML, CEF, ECS, and SIGMA.
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2.3.2 Performance
This product guarantees the following performance in the specified operating
environment.

Category Measurement Result Remarks
This is an internal network
Average Response 669 ms measurement result; when
Time applied to the internet

network, 1000ms

95% Response Time 493 ms

99th percentile
response time

Transactions Per High processin
2880 requests per second onp o

3739 ms

Second (TPS) performance
CPU usage Average around 50% Resources available
Memory Usage Approximately 25% Resources available
Total requests 3.1M
Error rate 0.15% Low level
Limited to some
Maximum delay time 1029 seconds requgsts; tlmeput
settings require
optimization
Concurrent user Stable even with over
handling capacity 1000 users
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2.4 User Error Prevention
This product provides a feature that checks and alerts users when they attempt
incorrect input or actions.

When required values are missing or format errors occur, a confirmation message
appears. When validation fails, a guidance message appears. During input, an
input method guide is displayed alongside the input field to provide user
confirmation messages.

2.5 Backup and Recovery
It provides DB backup, full backup, and incremental backup functions.

The DB configuration information is as follows.
® dbuser: argosuser
® dbname: argosdb

2.5.1 Automatic Scheduled Full Backup (dump)

® Automatic backup method

- Automatic backup server command

01 * * pg_dump -U dbuser -F ¢ -f /backup/db/full_date +W % YW % mw %d .dump
dbname

Uses crontab to perform backups daily at dawn (minimum traffic time).
Perform the backup using pg_dump.

Perform the backup with dbUser privileges.

Specify the backup file format as custom using -F c.

Specify the backup file storage path and filename as
*/backup/db/full_YYYYMMDD.dump'.

o O O O O

® Manual Backup Method
- Full backup server command
pg_dumpall -U postgres -f /backup/all_db_$(date +%Y % m%d).sql

o Perform a full database backup using pg_dumpall.
o To back up all databases, perform the backup using the superuser account
‘postgres'.
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o Specify the backup file path and filename as /backup/all_db_$(date
+%Y % m%d).sql.

- Server command for backing up a specific database
pg_dump -U postgres -F ¢ -f /backup/dbname_$(date +%Y % m%d).dump dbname
o Specify the target database as dbname to perform a backup of a specific
database.

2.5.2 Incremental Backup

® WAL Archive Configuration

postgresql.conf file

archive_mode = on

archive_command = 'rsync -a %p /backup/wal/%f'
archive_timeout = 60 # Force archive once per minute

2.5.3 Backup Directory

The location of each data is as follows.
® DB data: /var/lib/postgresql

® WAL Archive: /backup/wal

2.5.4 Deleting Backup Files from 7 Days Ago
® File deletion server command
$ find /backup/wal -type f -mtime +7 -delete
o Specifies files modified more than 7 days ago in the /backup/wal
directory as the search target.
o Deletes files matching the search criteria.

2.5.5 DB Backup Recovery
® DB Backup Restore Server Command
$ pg_restore -U dbuser -d dbname /backup/db/20250101.dump
or
$ psal -U postgres -f /backup/all_db_20250101 .sql
o Use the pg_restore command to restore a single database.
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- Specify the dbuser and dbname for the restore, and specify the path
to the backup file to be used for the restore.

- Restore the entire database backed up with pg_dumpall using the
psql command.

2.6 Security Considerations

This product provides login functionality using ID/PW to ensure only authorized
users can use it. It prevents direct URL access to pages accessible only to
authorized users.

The encryption algorithms used are as follows: Communication channels (Ul
access, internal service-to-service communication) are encrypted using the TLS
algorithm. Connection information for firewall devices is encrypted using the RSA
algorithm because decryption is required. Breeze\Way Fire. ONE web access
information is stored after being hashed using the SHA256 + Salt algorithm.
During authentication, a nonce value is additionally used to compare passwords.
Log transmission uses gzip.

2.7 Dependent Resources (SW/HW)
None

2.8 User Interface

2.8.1 Fire.ONE Ul

The Fire.ONE Ul is a platform designed to enable users to easily and intuitively
apply firewall policies, manage devices, and utilize analysis and reporting
functions.

The overall design aims for a simple and intuitive UX/Ul and features the
following characteristics.

129 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

® (Consistent left-sidebar-based layout:
All main menus are placed in the left sidebar, allowing users to quickly access

desired features.

® (lean screen composition:
User profile and language change buttons are placed at the top to enhance

accessibility.

® Role-Based Access Control (RBAC):
Automatically controls displayed menus and features based on user
permissions, ensuring both security and usability.

2.8.2 Menu and Navigation Structure

The Fire. ONE menu and navigation structure is centered around the left sidebar
(Side Navigation). Each menu allows access to detailed functions through a

hierarchical structure.

Menu

Description

Request

Approval

Policy

Custom Objects

Governance

Report

Device

Submit firewall policies and support efficient policy
input through pre-validation, object selection, Excel
uploads, and more.

Process approvals or rejections for submitted policies by
approver, co-approver, and referrer, and review
approval history.

Review firewall policies that have been applied and
approved. Apply (Commit) or reject (Dismiss) policies
separately for each firewall.

Provides a user-friendly feature to register IPs, services,
etc., as objects for convenient selection during policy
requests.

Integrated management of firewall structure and policy
risks, including network topology visualization, risk
analysis, and compliance policy verification.

View currently applied firewall policies and provides
visualized diagnostic reports.

A management menu that allows you to view basic
information, rules, objects, etc., for registered firewall
devices.
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View Fire.ONE web environment settings such as

Settings allowed IPs, departments, menus, and API lists with

administrator privileges.

Performs integrated security diagnostics through log

Diagnostic and rule-based traffic analysis, policy evaluation,
anomaly detection, and threat intelligence.
Includes administrator-only functions such as firewall
Administrator management settings by user/permission/organization,

user activity logs, and application status checks.

2.8.3 Screen Layout

The Fire.ONE interface features key function menus arranged as icons in the left
sidebar, enabling users to easily navigate to each function page. Account
information can be viewed and configured via the user information button in the
top-right corner. The bottom-left corner includes a Dark Mode and Light Mode
toggle button, allowing users to freely switch between themes as desired.

o
(D Request > Firewall Policy
()
e Request Information =3
EY Permanent
@ Allow Please select afile.
o= -
@®
, o (oo |
1]
aaaaaaaaaaaaaaa
2
8
e
(]
Lo
\—/
<

{Screen Layout)>
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&P Fire.onE

Sz policy

{Left Sidebar Open Screen)

2.8.4 |Icons and Buttons

Icons and buttons used in Fire.ONE are designed with intuitiveness, consistency,
and accessibility in mind. Users can easily recognize the current state through
screen components and perform necessary actions intuitively.

® Button Design and Functionality:
Fire.ONE buttons are designed based on functional color and visual
differentiation.

® Button Styles:

o Primary Button
- Background Color: Blue (#2C67FF)
- Usage: Used for primary actions like search, save, submit
- Visually most prominent; typically only one or a few are placed
on a single screen

o Secondary Button
- Background color: White with blue border
- Usage: Used for optional actions like reset or cancel

o Disabled Button
- Displayed in gray tones, indicating an unclickable state
- Automatically disabled when user conditions are not met
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® Button Interaction:
o Hover Effect: When hovering over the button, its color darkens
slightly to intuitively indicate actionability
o Loading State: Displays a spinner icon during major operations to
indicate progress

® |con Design Principles:
o Consistency: Use the same icon for the same function
o Intuitive Design: Apply simple line icons to convey menu purpose at a
glance
o Highlighting: The selected menu is highlighted in blue to intuitively
indicate the current position

® |[con Style:
o Lineicon centered
o Single color used
o Apply blue highlight effect when sidebar is active
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2.9 User Convenience Features
2.9.1 System Access

Breezeway Fire.ONE

Fire.ONE

<Login Screen)
Access Method

1) Access the main URL via a web browser. (for Demo URL:
https://Fire.ONE.breezeway.team:8190/)

2) When the <Login Screen) appears, enter your assigned ID and Password,
then click the [LOGIN] button.

3) If the ID and password match the information stored on the server, you
will be logged into the system.

Error Message Pop-up Screen List

Breezeway Fire.ONE

Fire.ONE

ssssssss
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{When ID and Password Do Not Match>

Password Reset Method

Reset your password Reset your password  peset your password

ID Verification Code 09:50 New Password ]

Did you not receive the email? Extend Time

Email Confirm Password _

“ e Change S

{Password Reset Screen) {Authentication Code Input Screen)>  {New Password Input
Screen)

BreezeWay Fire.ONE Login Verification Code = #=exis x e @

@5 rnd.ssnc@gmail.com 2025 MY 19 (#)PMBOY Y @ €@
Qg Ul v

AP FireONE

Fire.ONE Email Authentication

Hello, Kyima Liaru.

Please enter the OTP below for two-factor authentication.
The OTP is valid for 10 minutes.

Verification
Code

BreezeWay Fire. ONE Website

021250

{Example Screen of Password Reset Authentication Code Email>

1) Access the Fire.ONE login page.

2) Click the [Forgot your password?] link below the login button.

3) The <Password Reset Screen)> appears.

4) Enter the assigned ID and the email address registered to your account,

then click the [Send] button.

5) Shortly after, an email containing the verification code will be sent, and
the <Verification Code Input Screen) will appear.

6) Enter the verification code sent to your email on the screen, then click
the [Verify] button.

7) Upon successful verification, the <Enter New Password Screen)> will
appear.
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8) Enter your new password and click the [Change Password] button. Your
password must contain at least one letter, one number, and one special
character.

9) The <Login Screen> appears.

2.9.2 User Profile

Clicking the profile icon (person icon or profile photo) in the upper-right corner
of Fire.ONE allows you to view information about the currently logged-in user
and access account-related functions.

59:44 login extension

(> Logout

° =3

{Profile Information and Logout Screen)

1) The ID and registered email address of the currently logged-in account
are displayed.

2) The remaining login time is displayed and can be extended if needed.

3) Clicking the [Logout] button at the bottom will immediately log you out
and redirect you to the login screen.

2.9.3 Screen Mode Switching

Fire.ONE provides Light Mode by default, and users can switch to Dark Mode for
convenience. Each mode automatically adjusts background and text colors to
optimize visibility and readability, ensuring a

Reauest » Firewsl Polcy
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<{Dark Mode Switch Screen)>

1) Click the button in the bottom left corner
2) Clicking this button immediately switches to Dark Mode.
3) Clicking the button again returns to Light Mode.

2.9.4 Feature Menu

«

& Fire.one

o | /. Request ~
.
.

Firewall Policy
Blacklist Policy

e PolicyList

oo

Approval v

Policy v

2

Custom Object v

3

Governance v

Report v

00

Device(Firewall/Switch) v

Setting. v

Diagnostic

Py Admin v

AOOOOOOD®

{Feature Description Screen)

1) Request: Submit firewall policy requests and support efficient policy input
through pre-validation, object selection, Excel uploads, etc.

2) Approval: Process approvals/rejections for submitted policies by
approver, co-approver, and referrer, and review approval history.

3) Policy Status: View submitted and approved firewall policies. Apply
(Commit) or reject (Dismiss) policies separately for each firewall.

4) Custom Object: Custom Objects allow administrators to save frequently
used IP and service information by name.
It provides a user-friendly feature allowing users to quickly and accurately
select saved objects during policy registration instead of manual input.
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5) The generated custom objects can be used by clicking the Object Search
button on the Application > Firewall Policy screen and then looking them
up in the pop-up window.

Ex) If the project development team pre-creates essential application
objects containing the target IPs and service information required for the
project, operational staff can easily and securely apply by searching for
the object name.

6) Governance: Integrates management of firewall structure and policy
risks, including network topology visualization, risk analysis, and
compliance policy verification.

7) Report: Queries currently applied firewall policies and provides visualized
diagnostic reports.

8) Device: A management menu that allows you to view basic information,
rules, objects, and more for registered firewall devices.

9) Settings: View Fire.ONE web environment configuration items such as
allowed IPs, departments, menus, and API lists with administrator
privileges.

10) Diagnostic Dashboard: Provides a unified security status diagnosis
through log and rule-based traffic analysis, policy evaluation, anomaly
detection, and threat intelligence.

11) Administrator (Admin): Includes administrator-only functions such as
firewall management settings by user/permission/organization, user
activity logs, and application status checks.

2.9.5 Filter

Search filters help you quickly retrieve data matching desired conditions from the
firewall policy request list.
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e N «
p 3= Filter Request > Policy List @
e Search Result
% <_©
o=
Application Number Status. Name Application Type Approval Type Requested Date
® reascaions0s hpprolrequesed Yoonsukim atow FS—— aasaz0s
L1 FIQ20260205110543272 ‘Approval Requested Michael Thompson allow General Approval 20260205
B 205110407636 Approval Confirm KyimaLiaru allow General Approval 20260205
=] FIQ20260205101851025 Request Completed YoonsuKim allow General Approval 20260205
& 23146 Approval Processing Yoonsu Kim l General Approval 20260205
Lo El 026.02.0: ]
) - \“ )
\ J/

{Policy List Search Filter>

1) Open Filter Panel: Click the [Filter] button in the top-left corner of the
screen to expand the filter input window on the left.

2) Enter search criteria: Select and enter the following conditions in the
expanded filter window.

3) Applicant name, policy status (e.g., Request, Apply, etc.), service name,
request date range, other conditions

4) Execute Search: After entering conditions, click the [Search] button at
the bottom. The list on the right will automatically filter according to
those conditions.

5) Reset: To clear all search conditions, click the [Reset] button to remove all
input values at once.

2.10 Troubleshooting
2.10.1 Fault Isolation
e Each service module (Application, Payment, Apply, etc.) is designed
independently to prevent errors in one module from affecting others.
e Current Scope: Maintains service isolation levels through modular design.

2.10.2 Logging and Monitoring
e Records service operations and errors to enable rapid root cause analysis when
issues occur
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e Current scope: Module-specific logging (SLF4J / Logback)
e Server console, log files, default log level configuration

2.10.3 Error Page Provision
e Provides users with detailed error guidance
e Current scope: Spring Security default error page provided
e Example: Default pages for 404, 500 errors

2.10.4 Version rollback
e Ifissues are discovered after deployment, recovery to a previous stable version is
possible
e Current scope: Manual rollback (based on Git tags)
e Previous version Git checkout — Server redeployment

2.10.5 Session Persistence
e Shares session information across servers to maintain user sessions even during
failures
e Current scope: Only partially implemented (DB or file-based session storage)

2.11 User Permissions and Account Types
The Fire.ONE system utilizes two management menus to flexibly apply user
permissions and account types.

1) Administrator > Menu Access Group Menu: Groups that manage which
menus users can access. The minimum required Default Admin group and
Default User group are provided for operation and cannot be deleted.
Additional groups can be created and used according to the customer's
environment.

2) Page Management Group Menu: Groups that manage permissions for
specific actions (e.g., create, edit, delete) within particular pages. The
Basic Supervisor group and Basic User group are provided and cannot be
deleted. Additional groups can be created and used according to the
customer's environment.

These two group settings enable efficient application of various permissions and
account types across the entire system.
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2.11.1 Account Types

Account Type

Description

Primary Functions

Admin
(Administrator)

Approver

(Approver)

User
(General User)

Highest-level administrator
managing the entire system

Responsible for approving or
rejecting requested firewall policies,
etc.

General user performing routine
tasks like policy requests

- Create and delete
user accounts
- Set permissions and
approve requests
- Review and approve
request history
- Modify system
settings
- Review and approve
requests
- Add comments and
change status
- Firewall policy
requests
- View request history
- View request history

) o - View
) Account dedicated to log viewing
Auditor . o Approval/Request
] and activity monitoring ,
(Optional) History
(Read-only) ,
- Verify system logs
2.11.2 Permission Scope
Function Item Admin Approver User Auditor
User Management
v % 2
(Administrator)
Policy Bequest v " Vv "
(Application)
Request
Approval/Rejection v v % %
(Approval)
System Settings
Change v 3 % %
(Settings)
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View Request
History v v v
(Policy)
Audit Log Access 3 v
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3. Installation Guide

3.1 Installation

3.1.1 Server Installation
Ubuntu Server Deployment and Project Execution

1) Install Ubuntu Server (Ubuntu CLI)

Set Ubuntu time zone
® Check Current Time
o Check using the ‘timedatectl command
® Set the server time to Korean Standard Time
o $ sudo timedatectl set-timezone Asia/Seoul.
® Configure server time to synchronize with Internet standard time (NTP)

o $ sudo timedatectl set-ntp true

2) Install Java

® (reate a folder to install Java
$ mkdir -p /usr/local/openjdk

® Change the current working directory to the created folder
$ cd /usr/local/openjdk

® Moving Java source files to the server
$ scp openjdk-23.0.2_linux-x64_bin.tar root@[server IP
address]:/usr/local/openjdk

® Extract the archive
o $ tar -xvf /usr/local/openjdk/openjdk-23.0.2_linux-x64_bin.tar -C

/usr/local/openjdk

3) Install and connect to PostgreSQL (Example: Version 15)
® 3-1) Install required tools
$ sudo apt install curl ca-certificates

® 3-2) Create PostgreSQL APT key storage location
$ sudo install -d /usr/share/postgresql-common/pgdg

® 3-3) Download the PostgreSQL Official Signing Key
$ sudo curl -o /usr/share/postgresql-

common/pgdg/apt.postgresql.org.asc W
$ --fail https://www.postgresqgl.org/media/keys/ACCC4CF8.asc
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3-4) Set the distribution codename as an environment variable (noble for
Ubuntu 24.04)
$. /etc/os-release

3-5) Add PostgreSQL APT repository (noble-pgdg)

$ sudo sh -c "echo 'deb [signed-by=/usr/share/postgresql-
common/pgdg/apt.postgresql.org.asc] W
https://apt.postgresql.org/pub/repos/apt${VERSION_CODENAME}-pgdg
main' W

> /etc/apt/sources.list.d/pgdg.list"

3-6) Update package list
$ sudo apt update
3-7) Install PostgreSQL 15

$ sudo apt install postgresql-15

3-8) Start
$ sudo systemctl enable postgresql
$ sudo systemctl status postgresql

4) Granting Database Access Permissions

$ sudo vi /etc/postgresal/15/main/pg_hba.conf
Open the PostgreSQL configuration file
$ Locate the following section in the
/etc/postgresqgl/15/main/pg_hba.conf file

#====—====———————————

# "local" is for Unix domain socket connections only
local all postgres peer
#====—====———————————

# Modify as follows

$ =======——====———=—=——————————————=

# "local" is for Unix domain socket connections only
# local all postgres peer

local all postgres md5

$ =======——====———=—=——————————————=

o Save with Vi editor and reboot the server
$ sudo systemctl restart postgresql

5) Verify normal DB connection

$ sudo psql -U postgres
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6) Modify deployed service file
® ¢ sudo vi /etc/systemd/system/Fire. ONE.service
[Unit]
Description=Fire.ONE Service
After=network.target
StartLimitBurst=5
StartLimitBurst=5
[Service]
Type=simple
Environment="KEYSTORE_PASSWORD=[password]" # Add if environment variables are
needed (e.g., SSL password)
# EnvironmentFile=/etc/default/myapp # myapp is the environment file
WorkingDirectory=/FIRE.ONE-API
ExecStart=/FIRE.ONE-APIi/argos_run.sh
Restart=on-failure
[Install]
WantedBy=multi-user.target

7) Granting Permissions
® Grant permissions to execute Argos_run.sh
$ sudo chmod +x /FIRE.ONE-API/argos_run.sh

8) Service Registration and Execution
® $ sudo systemctl daemon-reload
® $ sudo systemctl enable Fire.ONE service
® $ sudo systemctl start Fire. ONE .service
® $ sudo systemctl status Fire.ONE .service
Verify 5 services are running normally using “ps -ef | grep SNAPSHOT**

[root@localhost ~1# ps —ef | grep SNAPSHOT*

root 590745 1 0 Oct24 ? 00:23:10 /usr/local/openjdk/jdk-23/bin/java -jar argos—common-0.0.1-SNAPSHOT.jar

root 590811 1 0 Oct24 ? 00:26:02 /usr/local/openjdk/jdk-23/bin/java -jar argos—approval-0.0.1-SNAPSHOT.jar

root 590886 1 0 Oct24 ? 00:26:13 /usr/local/openjdk/jdk-23/bin/java -jar argos—push-0.0.1-SNAPSHOT.jar

root 590939 1 0 Oct24 ? 00:29:18 /usr/local/openjdk/jdk-23/bin/java -jar argos-web-0.0.1-SNAPSHOT.war

root 1593766 1 © Sepl8 ? 00:54:41 /usr/local/openjdk/jdk-23/bin/java -jar /FIREONE-API/argos-policy-0.0.1-SNAPSHOT.jar
root 2904176 2904142 © 19:19 pts/0 00:00:00 grep ——color=auto SNAPSHOT*

9) Diagnostic Installation and Configuration Example

e Elasticsearch configuration file
o elastic.yml
cluster.name: elk-cluster
node.name: node-1
discovery.type: single-node
path.data: /nome/ssnc/elk/elasticsearch-9.1.1/data
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path.logs: /home/ssnc/elk/elasticsearch-9.1.1/logs

network.host: 0.0.0.0

http.port: 9200

discovery.seed.hosts: ["192.168.7.60"]

xpack.security.enabled: true

xpack.security.http.ssl.enabled: true
xpack.security.http.ssl.keystore.path:/home/ssnc/elk/elasticsearch-
9.1.1/config/certs/http.p12
xpack.security.http.ssl.keystore.password:
xpack.security.http.ssl.truststore.path:/home/ssnc/elk/elasticsearch-
9.1.1/config/certs/http.p12
xpack.security.http.ssl.truststore.password:
xpack.security.transport.ssl.enabled: true
xpack.security.transport.ssl.verification_mode: certificate
xpack.security.transport.ssl.keystore.path:/home/ssnc/elk/elasticsearch-
9.1.1/config/certs/transport.p12
xpack.security.transport.ssl.keystore.password:
xpack.security.transport.ssl.truststore.path:/home/ssnc/elk/elasticsearch-
9.1.1/config/certs/transport.p12
xpack.security.transport.ssl.truststore.password:

Generate Elastic internal authentication files

Create http_ca.p12
/home/ssnc/elk/elasticsearch-9.1.1/bin/elasticsearch-certutil ca --silent --
pass "" -out /home/ssnc/elk/elasticsearch-9.1.1/config/certs/http_ca.p12
Generate http.p12
/home/ssnc/elk/elasticsearch-9.1.1/bin/elasticsearch-certutil cert --silent --
ca /home/ssnc/elk/elasticsearch-9.1.1/config/certs/http_ca.p12 --ca-pass
"" --name es-http --ip 127.0.0.1 --ip 192.168.7.60 --dns localhost --dns
192.168.1.249 --pass "" -out /home/ssnc/elk/elasticsearch-
9.1.1/config/certs/http.p12

Generate transport.p12
/home/ssnc/elk/elasticsearch-9.1.1/bin/elasticsearch-certutil cert --silent --
ca /home/ssnc/elk/elasticsearch-9.1.1/config/certs/http_ca.p12 --ca-pass
"" --name es-transport --ip 127.0.0.1 --ip 192.168.7.60 --dns localhost --
dns 192.168.1.249 --pass "" -out /home/ssnc/elk/elasticsearch-
9.1.1/config/certs/transport.p12

Generate crt file
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openssl pkcs12 -in /home/ssnc/elk/elasticsearch-
9.1.1/config/certs/http_ca.p12 -clcerts -nokeys -passin pass: -out
/home/ssnc/elk/elasticsearch-9.1.1/config/certs/http_ca.crt

Run Elasticsearch

(Proceed to the next step if no errors occur)

Set Elastic account password
/home/ssnc/elk/elasticsearch-9.1.1/bin/elasticsearch-setup-passwords
interactive

For Kibana configuration

Generate service token
/home/ssnc/elk/elasticsearch-9.1.1/bin/elasticsearch-service-tokens create
elastic/kibana kibana-token

Note: The generated key is one-time use only

Ex:
(AAEAAWVsSYXNOaWMva2liYW5hL2tpYmFuYS10b2tlbjpfb05WQXdQQV
JWS2I13MKINUXITMDhB)

kibana.yml

server.port: 5601

server.host: 192.168.7.60

server.ssl.enabled: false

elasticsearch.hosts: ["https://192.168.7.60:9200"]
elasticsearch.serviceAccountToken: "The token value from above"
elasticsearch ssl.certificateAuthorities:[“/home/ssnc/elk/elasticsearch-
9.1.1/config/certs/http_ca.crt’]
xpack.encryptedSavedObjects.encryptionKey:
"TWAQSW+xKyxN5cFNrPirGoE9/RzHyPQLQUwwp9SIfUA="

Install Fleet Server (Use the actual token value displayed in the Kibana Ul)
sudo ./elastic-agent install W

--fleet-server-es=https://192.168.7.60:9200 W

--fleet-server-service-
token=AAEAAWVsYXNOaWMvZmxIZXQtc2VydmVyL3Rva2VULTE3NjEyOT
I5MzYwMzQ6MOwW3MUtfNFZSc210QTBQbmwzOGx2dw W
--fleet-server-policy=fleet-server-policy W

--fleet-server-port=8220 W

--install-servers W
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--fleet-server-es-ca=/home/ssnc/elk/elasticsearch-
9.1.1/config/certs/http_ca.crt

o Issuing Tokens for Fleet Server
sudo /home/ssnc/elk/elasticsearch-9.1.1/bin/elasticsearch-service-tokens
W
create elastic/fleet-server fleet-srv-token
Remember or save the token value printed once, as it will be used below
sudo /home/ssnc/elk/elasticcagent-9.1.1-linux-x86_64/elastic-agent install
--fleet-server-es=https://192.168.60.207:9200 --fleet-server-service-
token="fleet-server service token value" --fleet-server-policy=fleet-server-
policy --fleet-server-port=8220 --fleet-server-es-
ca=/home/ssnc/elk/elasticsearch-9.1.1/config/certs/http_ca.crt --install-
servers

e Elastic Agent Installation (Windows)

3.1.2 Firewall Integration

e List of currently supported firewall vendors
- AhnLab
- AxGate
- CheckPoint
- Fortinet
- Juniper
- Palo Alto
- Secui (Bluemax)

Below are the settings that must be configured on the firewall side to integrate
the firewall with Fire.ONE.

- The screenshots below are from each vendor's firewall GUI, not

Fire.ONE's interface.
- Basic integrable features: Firewall API, Syslog

Secui_blueMax Integration Method

Login > System > Admin Settings > Admin
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Click the ID of the logged-in account to pop up the administrator edit screen

Navigate to the Advanced Settings tab and click the External Client Integration
Settings button

External Client Interworking

Client ID 239¢d15673f4df289843e38be22726

Client Secret* ©5038c02b467bb4d0e7df55c08513e183fce m

System > Integration Server > Syslog Settings

Syslog Settings v

Source IP Address

1P Address AR ENEE)
Server List
Enable Server Server IP (Domain) Port Function Format Description
Server 1 192.168.7.201 3514 -5 localo v osv v || log-server
~
Server2 192.168.7.156 16012 -5 localo v ey v
o A
Server3 s14 -5 csv
Serverd 514 -2 user csv
514 A
Server 5 s14 -5 user csv

Configure as shown below and apply
® Sender IP Address: Firewall Management IP
® Server List: Enter the destination server IP and port
® Configure other settings as needed

Forinet Integration Method

System > Administrator Profile > Create New
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New Admin Profile

Name restapi

Comments £ 0/255

Access Permissions

Access Control Permissions Set All ~

Security Fabric @ None @ Read W ALEELAV/EE
FortiView @ None @ Read BZAEELIAN/E
User & Device @ None @ Read W ALEELAV/EE

Firewall @ None @ Read W ALEELAVGEN £ Custom
Log & Report @ None @ Read WAGEELAW/EIEN £ Custom
Network @ None @ Read WAGEEGIVAIEN £ Custom
System @ None @ Read WAUEELAWEIEN £ Custom

Security Profile = @ None @ Read B ALEERIAV/GE £ Custom

VPN @ None @ Read W AREELAV/EE
WiFi & Switch @ None @ Read W ALEELAV/EE

Permit usage of CLI diagnostic commands @

® Override Idle Timeout

Configure as shown below and approve
® Name: (Enter desired name)
® Access Permissions: Set All Permissions > Read/Write
® Configure other settings as needed

System > Administrators > Create New > REST API Administrator
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New REST APl Admin

Username

Comments ./ 0/255
Administrator profile /
PKI Group O v

REST API clients must use client certificate authentication. Only
certificates from this PKI group will be authorized.

CORS Allow Origin (@

Restrict login to trusted hosts

Trusted Hosts (B

Configure as follows and approve
® Name: (Desired name)
® Administrator Profile: Specify the profile created above
® PKI Group: Disable
® Configure other settings as needed

Edit REST APl Admin Regenerate AP| Key

Username New API key for testapiuser 1QQfry6k 1hNxntxrc9b7G0zzw53jr | €2
Comments ,0/3

Administrator profile  APlgroups This is the only place this key will be provided. Keep this information
APl key A Reigee © secure. The bearer of this APl key will be granted all access privileges

assigned to this account.
PKI Group (@ J

CORS Allow Origin (@

Close
Restrict login to trusted hosts

Trusted Hosts (B

Copy and record the API key displayed after approval
® This key is required for REST API integration
® Reissuance is required if lost or if DB information corruption makes
recovery impossible

Log & Reports > Log Settings
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UUIDs in Traffic Log @
Address @©
Log Settings

Event logging 'N|N Customize

Local trafficlogging WAIN Customize

Syslog logging (NELEN © Disable

IP address/FQDN 1234

GUI Preferences

Resolve hostnames @ ©

Resolve unknown applications @ @©

Apply

Configure as follows and apply
® Syslog logging: Enabled
® |P address/FQDN: Enter the IP address/domain of the syslog server
® Configure other settings as needed

Must change the Syslog format to CSV via CLI access
® config global
config log syslogd setting

°
® set format csv
® show full-configuration (verify application)

Palo Alto Integration Method

Device > Admin Roles > Add
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Admin Role Profile ©)

Name I |

Description
Web Ul XMLAPI Command Line REST API
(v)Dashboard

(VACC

N\ .
(»)Monitor

- >

@toes

(V) Traffic

(¥)Threat

(“)URL Filtering

(¥)WildFire Submissions

() Data Filtering

(VHIP Match

(v)GlobalProtect

(V)IP-Tag

(¥)User-ID

(v)Decryption

() Tunnel Inspection v
4 [
Legend: () Enable (@) Read Only () Disable

Cancel

Configure as shown below and click OK
® \Web Ul, XML API, REST API: Set all to Enabled
® Configure others as needed

Device > Administrators > Add
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Administrator @
Name I
Description
Authentication Profile | None v

[[] Use only client certificate authentication (Web)

Password | |

Confirm Password | |

Password Requirements

|:] Use Public Key Authentication (SSH)

Administrator Type @) Dynamic () Role Based
Superuser v
Password Profile | None v

Cancel

Configure as shown below and click OK
® Name: (Desired name)
® Password: (Desired password)
® Confirm Password: (Same password as above)
® Administrator Type: Select Role Based, then assign the profile created
earlier
® Configure other settings as needed

Device > Server Profiles > Syslog > Add
Syslog Server Profile @

Name [ I

Servers Custom Log Format

NAME SYSLOG SERVER TRANSPORT PORT FORMAT FACILITY

ubP 514 BSD LOG_USER

(HAdd (O Delete

Cancel

Configure as shown below and click OK
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® Name: (Desired name)
® Servers: Enter Name (desired name), Syslog Server (log server address)
® Configure the rest as needed

Objects > Log Forwarding > Add

Log Forwarding Profile @
Name | |
Description
'F_J Oitems ) > X
[ | NaME LOG TYPE FILTER FORWARD METHOD BUILT-IN ACTIONS
(® Add
Cancel

Configure as follows and click OK
® Name: Desired name

® C(lick Add
Log Forwarding Profile Match List ©)

Name || |

Description

Log Type | traffic

Filter | Al Logs
Forward Method Built-in Actions
[] Panorama [] Quarantine
O | snmp A O | emaiL A [ | NamE TYPE
®Add @ Add
[ | systoc A O | utTe A
(P Add (® Add
® Add

Cancel

Configure as shown below and click OK
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® Name: (Desired name)
® Syslog > Click Add, register the Syslog Server Profile created above
® Configure other settings as needed

Policies > Add

Security Policy Rule @

General Source Destination Application Service/URL Category Actions

Action Setting Log Setting

on | Allow

Other Settings

Profile Setting -
Schedule | None

QoS Marking | None

[] Disable Server Response Inspection

Configure as follows and click OK
® General, Source, Destination: Enter required values
® Actions:

o Log Setting > Log Forwarding, specify the Log Forwarding Profile
registered above
® Configure other settings as needed

* Palo Alto requires clicking Commit in the upper-right corner after completing all
settings to apply changes.

Firewall Address * Firewall PORT

Firewall Interation ID * Firewall Password * Firewall Access Key

After logging into the Fire. ONE system, click the Create button under Device )
Firewall List and enter the Firewall Integration ID and Firewall Password.

3.1.3 Personnel Information Integration

This system integrates customer HR information to manage user and department
details in real-time.

Integration Overview and Technical Support

Fire.ONE utilizes the customer's HR integration data to create logins and approval
lines without requiring a separate user registration process.
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Technical Support Need: Personnel information integration requires engineer
technical support based on the customer's integration method (data format,
delivery method, etc.).

HR Integration Process

HR information integration proceeds through the following steps, with table
synchronization automated via functions in the PostgreSQL environment.

Step Description Tables Used

) ) CO_USER_TEMP
) Data is analyzed based on the client's - -
Step 1: . . . . (User Information)
HR information provision method (file,
Temporary ) i CO_DEPT_TEMP
. DB, etc.) and ultimately loaded into a
Data Loading (Department

temporary table. .
Information)

. ) CO_USER (Final User
) Using PostgreSQL functions, we B ) (Fi
Step 2: Information)

) compare the data in the temporar :
Synchronize P . . p Y CO_DEPT (Final
tables with the existing data in the

Main Tables . Department

main tables. )
Information)

Based on the comparison results, new
data is inserted using INSERT, and

Step 3: Data o . 9 L
modified data is updated using

Update

UPDATE to maintain the latest state of
the main table.

Synchronization Cycle and Batch Settings

® Synchronization Frequency: HR synchronization runs once daily by default.

® Execution Time: The execution time is determined in consultation with the client,
considering system load, and the batch program is configured to run at that
scheduled time.

Example)

@Scheduled(cron=
@RequestMapping(value= method={RequestMethod. RequestMethod. i)
ResponseEntity<String> insaSync() Exception {

.debug( )
= .insaSyncFromNACtoSSTOPC()
ResponseEntity.ok() .body( )|

157 Copyright SSNC All rights reserved.



Breezeway Fire.ONE V1.0 User Manual V1.0

4. Customer Support

Issues are received through issue reports submitted by users or the client
company.

1)

2)
°

Issue Reporting: Users or the client company report issues to the help
desk.

Help Desk:

Receipt and Initial Handling: Receives the incident, reviews the analysis
results, and performs initial handling for resolution and inquiries.

Issue Escalation: Issues exceeding the scope of initial handling are
escalated to the maintenance organization.

Maintenance Organization:

Issue Resolution and Verification: Resolves transferred issues, verifies
results, and performs monitoring and emergency support for the affected
systems.

Transfer to Help Desk: After resolution, transfer the outcome back to the

Help Desk.

4 .1 Help Desk Operation Plan

Working Hours

Weekdays: Operates from 09:00 to 18:00.

Saturdays, Nights, and Holidays: Operates via an emergency
contact system.

(For emergencies, we’ll set up another point of contact.)

Submission Phone (02-6925-2550) and emergency contact network.
Methods Email: rnd@ssnc.co.kr
* |nitial Support: Receives and analyzes equipment failures,
performs initial handling for simple failures and inquiries.
* Fault Escalation: Escalate faults to the responsible
Services maintenance organization and confirm the resolution status.
Provided * Reporting: Report situations to the project manager during

emergency situations.

* Monthly Reporting: Compile and report monthly fault
resolution results.
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5. Maintenance

5.1 Maintenance Support Items

® |mprovement or modification work when functional
defects occur

Defect Repair ® Support provided after mutual agreement between

the client and the proposing company for damage

caused by user negligence or natural disasters

Version ® Patch and update support
Upgrades ® Minor version upgrade support
® (Q&A via phone/email, online support, etc.
Technical ® Rapid troubleshooting support during system failures
Support ® Submission of incident resolution reports
® Regular inspections for fault prevention
Trainin ® FEvaluation of operational status, identification of
< operational issues, and proposal of improvement plans
Support

® Technical and training support to resolve issues

5.2 Maintenance Period
® Basic Contract Period: 12 months (1 year)
® Extension Option: Renewal in 1-year increments or long-term contracts
possible based on project conditions
® Emergency Contact System: 365-day emergency response capability
during the contract period

5.3 Maintenance Costs
® Regular Maintenance Costs (Monthly/Annual Basis)
o Calculated based on system scale, number of devices, and service
complexity
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o Maintenance Rate: 15% of supply amount (separate pricing applies
after 3-year hardware warranty)
® Additional Development or Feature Enhancement Requests
o Separate quotation provided (additional work outside maintenance
scope)
% Actual amounts are determined based on consultation or detailed calculation
criteria within the proposal.

5.4 Maintenance Method
® First-Level Support - Help Desk (Phone/Remote)
a. Receive and immediately analyze issues
b. Handling simple issues and inquiries
® Secondary Support - Technical Engineer
a. System failure root cause analysis
b. Implementation of patches, service restart, configuration changes, and
other specialized actions
® Tier 3 Support - Developer/Specialized Technical Team
a. Complex Issues, Structural Problems, and Software Error Resolution
b. Providing development fixes and patches when necessary
® On-site support
a. Engineer dispatch to the site when issues cannot be resolved remotely
® Remote Monitoring
a. Implementation of a monitoring system for real-time status checks
when required
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6. Appendix

6.1 Detailed Code for Password Hash Algorithm
6.1.1 Basic Hash Operation Logic
String sha256Hex(String input) {

y {

MessageDigest digest MessageDigest.getInstance(

te[] hashBytes = digest.digest(input.getBytes(StandardCharsets.

bytesToHex(hashBytes)
¢

(NoSuchAlgorithmException e) {
w IllegalStateException(

String bytesToHex(byte[] bytes) {
StringBuilder sb ew StringBuilder(

(byte b : bytes) {

sb.append(String. format( b))

sb.toString()

SaltVo

te[] bytes
.nextBy
String randomKey Baseb4.getUrlEncoder() .withoutPadding() .encodeToString(bytes)

saltVo.setNonce(randomKey)

saltVo.setSalt( .setRandomKey(saltVo))

6.1.3 When setting a password for the first time or changing/resetting it:
sha256(salt + password)

Client:
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{
1

(response) {

= {

t sha256(response.

Client requests the user's unigue salt value from the server

Server transmits the corresponding user's salt

Client generates a hash value using the SHA256 algorithm with the password and
sends it to the server

The received hash value is stored on the server

6.1.4 When logging in

Client:

Server:

{ :$('#username').val()}),

n (response) {

t sha256(response. s: + password.va
t sha256(salted + response.

.getRandomKey (userVo)

String hashe .sha256Hex( saltVo.getPa d() saltVo.geth

UserVo result .findUserByld(userVo)

f (luserVo.getF vord() .equals(hashed)) {

Client requests the server for the user's unique salt value and a random nonce
Server generates the user's salt value and a nonce that changes with each request
(see Appendix 6.1.2), then sends it to the client

Generate a hash value using the SHA-256 algorithm with the password

Generate a hash value using the hash value created in step 3 and the nonce, then
send the login request to the server

When the server receives the login request, it generates a hash value using SHA256
with the stored hash value and the nonce
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6. If the hash value received in step 4 matches the hash value generated in step 5,
process as login successful; if the hash values differ, process as login failed.

6.2 Topology Security Index
® Policy Path Security Index

- The operator manually inputs the risk index for each firewall and network
device. (Stored in the database)
- Based on the input IP (for lookup), the security score along the network path is
calculated.
- Formula: Sum(Firewall Security Index) + Sum(Network.Security Index) *
(Max100)< 100

Ex) If path contains Firewall A (Security Index: 10), Firewall B (Security Index: 5),
and Network C (Security Index: 10): Score = 25. If exceeding 100, adjusted to
Max 100

® Compliance Security Index
- The operator inputs compliance scores and weights according to internal rules.
(Stored in DB)
- Calculates the compliance violation index based on the entered IP (for search),
port, and expiration date (for search).
- Formula: Sum(Search Compliance * Score * Weight) * (Max 100)< 100

® Zone (Group) Security Index
- The operator manually inputs the security index appropriate for the internal
network. (DB storage)
- Based on the input IP (for search), it searches for zones (groups) along the path
and calculates the score.
- Formula: Sum(Security Score of Included Zones (Groups)) * (Max100)< 100

® Expiration Date Security Index
- Calculates the security index based on the entered expiration date (for search
puUrposes).
- Formula: Expiration Date<1month=80, Expiration Date < 6 months=60,
Expiration Date< 12 months=40 Expiration Date= Permanent=20

® Comprehensive Security Index
- Provides a comprehensive calculation of the above 4 security indices.
- Formula: Sum of each security index / 4< 100
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6.3 Additional Restrictions for Document Use

e Any modification, editing, translation, adaptation, or redistribution (including
sharing, forwarding, posting, or uploading) of this document (or any portion of it) without
prior written permission from the distributor is not permitted.

e This document may be used only for the specified purpose and within the authorized
scope. Any use beyond such purpose (including commercial use) requires the distributor’s
prior written permission.

e All copyrights and other intellectual property rights in this document belong to the
distributor (or the applicable rights holder). Users may not remove, alter, or obscure any
rights notices (including copyright notices).

¢ Any confidential or sensitive information contained in this document must not be
disclosed to any third party, and access must not be granted to any unauthorized person.

¢ Any derivative works based on this document (including summaries, excerpts,
translations, or presentation materials) must not be distributed without the distributor’s prior
written permission.

¢ In the event of a violation of these restrictions, the distributor may require immediate
cessation of use of the document and may pursue remedies under applicable laws and/or
agreements.

e The copyrights, trademarks, logos, and other rights related to third-party products
referenced or used in this document belong to their respective owners.

e The contents of this document may vary depending on the time of distribution, and the
distributor assumes no responsibility or liability for any matters arising therefrom.

e Users must manage this document securely on a need-to-know basis, and upon the
distributor’s request or upon completion of the authorized purpose, users must promptly

retrieve and delete (or return and destroy) the document.

¢ Only the most recently distributed version is valid. Prior versions must not be used or
retained and must be promptly disposed of.

o If these restrictions conflict with any separate contract, license, or written agreement, the
terms of such contract/agreement shall prevail.
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